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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: New WID on Authentication result removal
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Potential target Release:	Rel-19

1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item



2.2	Parent Work Item 
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A	
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	




3	Justification
TS 33.501 clause 6.1.4 specifies that the authentication result will be stored by the UDM after the successful authentication, and can be used to link authentication confirmation to the subsequent procedures, in order to prevent certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM while the subscriber is not actually present in the visited network. 
However, in the case that the Purge of subscriber data in AMF after the UE deregisters from the network or the SMC failure after AKA in the registration procedure, UDM still has the authentication result. This may cause security issues. Fraudulent UDM service request like fraudulent Nudm_UECM_ Registration service request sent by the AMF may be accepted by the UDM, and the UDM may store the AMF ID as the current AMF serving for the UE, even though the UE is already deregistered from the serving network. Therefore, in the Purge of subscriber data in AMF or NAS SMC failure case describe above, the authentication result shall be removed, considering the authentication result usage specified in TS 33.501 clause 6.1.4. Therefore, some additional work is required in SA3 for specifying the authentication result removal.
4	Objective
The goal of this work item is to specify the necessary security requirements and procedures for the authentication result removal.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	New subclause under 6.1.4 could be added to add the security procedures about authentication result removal
	 SA#102 (Dec 2023)
	



6	Work item Rapporteur(s)
Fei Li, Huawei, lifei43@huawei.com
7	Work item leadership
SA3
8	Aspects that involve other WGs
CT4 will need to refer to the updated SA3 specification for newly defined security procedures.
9	Supporting Individual Members

	Supporting IM name

	Huawei

	HiSilicon

	

	

	

	



