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X.Y	Security for AI/ML model data storage and sharing 

The detailed procedure for secured and authorized AI/ML model data sharing.
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Figure X.Y procedure for secured and authorized AI/ML model data sharing.
0. In case of the NWDAF containing AnLF requests an ML model from the appropriate NWDAF containing MTLF, using the Nnwdaf_MLModelProvision_Subscribe service operation(see clause 6.2E.2 TS23.288). The NWDAF containing AnLF may include a DataSetTag and/or ADRF ID, which is used to store and fetch the inference data (including input data, prediction and the ground truth data at the time which the prediction refers to) from ADRF which are relevant for the accuracy monitoring and re-training/re-provisioning of ML model.
1. NF Service consumer e.g., NWDAF containing AnLF requests an access token from the NRF using the Nnrf_AccessToken_Get request operation. The token request message contains, besides the parameters described in clause 13.4.1.1.2.
2. NRF verifies that the NF Service consumer e.g., NWDAF containing AnLF is authorized to access the service provided by the ADRF. If verification is successful, NRF grants the token (token1), based on the information provided in ADRF's NF profile.
[bookmark: _Hlk134139198]3. NWDAF containing AnLF triggers the Nadrf_MLModelManagement_StorageRequest as described in TS 23.288 [105], optionally including ADRF ID, DataSetTag and allowed NFc list containing the NF instance ID of data consumer (e.g. The NWDAF containing MTLF). 
4. ADRF sends the response to NWDAF containing AnLF as described in TS 23.288 [105].
5. The NWDAF containing AnLF requests an ML model from the appropriate NWDAF containing MTLF, using the Nnwdaf_MLModelProvision_Subscribe service operation, optionally including the DataSetTag, as described in clause 6.2E.2 TS 23.288.
6. The NWDAF containing MTLF sends Nnwdaf_MLModelProvision response to the NF Service Consumer.
7. When ADRF ID and/or DataSetTag is given by step 5, the NWDAF containing MTLF may retrieve data corresponding to the DataSetTag from the ADRF indicated by the NWDAF containing AnLF at step 5. by invoking Nadrf_DataManagementRetrievalRequest or Nadrf_DataManagementRetrieval_Subscribe service operation as described in clause 6.2E.2 TS 23.288.
8. NWDAF containing MTLF requests an access token from the NRF using the Nnrf_AccessToken_Get request operation. The token request message contains, besides the parameters described in clause 13.4.1.1.2.
9. NRF verifies that the NF Service consumer e.g., NWDAF containing MTLF is authorized to access the service provided by the ADRF. If verification is successful, NRF grants the token (token2), based on the information provided in ADRF's NF profile.
10. NF Service Consumer triggers the Nadrf_MLModelManagement_Retrieval Request as described in TS 23.288 [105], including the DataSetTag and token2.
11. ADRF authenticates the NF Service Consumer and verifies the access token (token2) as specified in the clause 13.4.1.1.2. ADRF verifies the NF Service Consumer’s NF ID is included in the allowed NF instance list for the DataSetTag. If verification is successful, ADRF sends Nadrf_DataManagement_Retrieval  Response to the NF Service Consumer.
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