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*** START OF CHANGES ***
Annex X (normative):
Access token profile for RNAA
X.1
General

The information in this annex provides a description of the access token used in RNAA (see clause 6.5.3). 

An RNAA access token has the same characterises specified in Annex C.1.
X.2
Access token profile

X.2.1
General

The RNAA access token has 3 different types, i.e. client credentials grant, authorization code grant, and PKCE. The RNAA access token contains the token claims described in X.2.2. Token claims are provided by the CAPIF Core Function and contain authentication and authorization information about the API Invoker and resource owner. Token claims are used by the API Exposing Function for authorization of API Invoker northbound API requests for processing resource owner’s resource.

X.2.2
Token claims

The RNAA access token shall convey the following claims as defined in IETF RFC 7519 [6] and IETF RFC 6749 [4].

Table X.2.2-1: Access token standard claims

	Parameter
	Description

	Iss
	REQUIRED. Principal that issued the JWT. To identify credential for token verification.

	exp
	REQUIRED. The expiration time of the access token.  

	client_id
	REQUIRED. The identifier of the API Invoker making the API request as previously established with the CAPIF Core Function through onboarding.

	scope
	REQUIRED. A string containing a space-delimited list, comprising of the following as scopes associated with this token:

-  List of GPSIes of Services per AEF (e.g. “AEF1:Service1:GPSI1,...,ServiceX:GPSIx;

                                                                     AEF2:Service1:GPSI1, ,...,ServiceZ:GPSIz”)


The ‘Iss’ parameter shall contain CAPIF core function’s ID.
The ‘exp’and ‘scope’ parameters of the access token shall be determined by the CAPIF core function based upon the client_id of the API Invoker provided in the Access Token Request message.

The scope parameter ‘List of GPSIes of Services per AEF’ shall contain a full or partial list of services and GSPIes which the API Invoker is permitted to access for the GSPIes’ resources at each AEF.
*** END OF CHANGES ***
