3GPP TSG-SA3 Meeting #113 	S3-234613
Chicago, US 06 - 10 november 2023 

Title:	Reply-LS on supporting resource owner-aware northbound API access
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	C3-234640 LS on supporting resource owner-aware northbound API access
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Rel-18
Work Item:	SNAAPP
[bookmark: _GoBack]
Source:	SA3
To:	CT3 
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	SA6

Contact person:	lei.zhongding@huawei.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org
Attachments:
1	Overall description
SA3 thanks CT3 for the LS regarding the Editor's Notes in clause 6.5.3 in TS 33.122. SA3 would like to provide the following answers to the questions raised in the LS. 
Q1:	Most of these Editor's Notes refer to stage 3. Should it be interpreted that SA3 requests stage 3 to take the lead on defining the necessary updates to the OAuth mechanism to support RNAA?
Answer: SA3 would like CT3 to take the lead for the Editor’s Notes based on the SA3’s latest progress. 

Q2:	What is exactly expected from stage 3 with regards to these Editor's Notes?
Answer: SA3 would like CT3 to complete the stage 3 work for all Editor’s Notes based on the SA3’s latest progress. 

Q3:	What flow(s) should be supported for RNAA? Only "client credentials", only "Authorization code flow", only "Authorization code flow with PKCE", all of them or a subset of them? Please also explain the rationale behind it.
Answer: All the three optional flows are supported for RNAA. They provide different user experiences and support different application needs and security requirements. The “client credentials” flow stores “static” authorization information in the API whereas the "Authorization code flow" and the “Authorization code flow with PKCE” provide “dynamic” and prompt authorization from the user. The “Authorization code flow" is widely deployed in applications but the “Authorization code flow with PKCE” offers better security with added complexity. 
In addition, it is expected that CT3 will define a negotiation procedure for an application to select one of the flows based on the SA3’s latest progress. 

Q4:	The resource owner ID is not defined in RFC 6749 as a possible input to the access token request for the "client credentials" flow? Can SA3 confirm that it is needed and for which purpose? Please also clarify how it should be used.
Answer: The resource owner ID is an additional claim in the access token to be specified in stage 3 based on RFC6749. It has been concluded in SA3 that the GPSI is used as the resource owner ID to differentiate different resource owners/subscribers.  
2	Actions
ACTION: 	
To CT3: SA3 kindly asks CT3 to take above information into consideration. 
3	Dates of next TSG SA WG 3 meetings
SA3#115	26 Feb - 1 Mar 2024	Athens (Greece)
SA3#116	20 - 24 May 2024		Korea
