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1	Decision/action requested
It is requested to discuss the discussion paper on enablers for Zero Trust Security.
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3	Rationale
In Rel-18, TR 33.894 [1] evaluated the Zero Trust Tenets in the context of the 5G Core network and documented areas where Zero Trust principles can be applied to further enhance security. However further study is needed in Rel-19 to clearly capture aspects that can be standardized within the scope of 3GPP. 
Zero Trust (ZT) is a security framework that requires all users and resources to be authenticated, authorized, and continuously validated before being granted access to and when actively accessing applications and data. Access rules are made as granular as possible to enforce the principle of least privilege needed to perform the action in the request. Historically, security models focused on perimeter defense, and, once authenticated, users were given access to numerous resources on the internal network. Networks and infrastructure today can be physical, local, in the cloud, or a hybrid with resources and people in multiple locations. As networks and infrastructure grow in complexity, perimeter-based security provides necessary but insufficient protection against advanced and evolving cyber threats (e.g., identity credentials can be stolen). ZT assumes there is insufficient protection at the traditional network edge and treats every user, device, and application as a potential vulnerability.
	
Zero Trust Tenet #1: Tenet 1 provides a definition for what is to be considered a resource. In the context of the 5G Core, any Network Function (NF) and their services are considered resources. In TR 33.894 (Rel-18) [1], based on the evaluation no additional security requirements related to the 5G Core are needed for Tenet 1, as this Tenet is a definition for a resource.

Zero Trust Tenet #2: Tenet 2 describes how trust is not implicit and cannot be granted automatically based on location, therefore in a ZTA all communications “to” and “through” the 5G Core network elements should be done in a secure manner, protect confidentiality and integrity, and provide source authentication. The 5G Core security standards provide two means to protect communications in and with the 5G Core. On the network layer, there is the NDS/IP framework, relying on IPsec, specified in TS 33.210 [3]. On the transport layer there is TLS for which the profile is also in TS 33.210 [3]. In TR 33.894 [1], based on the evaluation no further actions are needed with respect to this tenet since the 5G Core standards provide the necessary means to secure the communication with and within the 5G Core and also independently of the location of the end points.

Zero Trust Tenet #3: Tenet 3 is the principle that resources are granted on a per-session basis thus authorization and authentication mechanisms are to be used to gain access to resources. In the 5G Core, one can assimilate the notion of session from NIST SP 800-207 [2] to the TLS session, considering that TLS is used for the SBI interface protection as defined in TS 33.501 [4]. NF consumers and producers are first required to mutually authenticate during the TLS session establishment via certificates. Then the NF consumer may be required to present an OAuth2.0 authorization token to the producer in the service request within the TLS tunnel. These two mechanisms provide the necessary tools for an operator to control authorization at almost a service invocation level. In TR 33.894 [1], based on the evaluation no further actions from a standards perspective were identified for this tenet.

Zero Trust Tenet #4: Tenet 4 is the principle that access to resources is determined by dynamic policy including the observable state of client identity, application/service, and the requesting asset-and may include other behavioural and environmental attributes. In the context of the 5GC, one can evaluate this tenet from the perspective of NFs being clients when acting as NF service consumers. Before accessing services, an NF service consumer may be required to obtain and present an OAuth2.0 token as specified in TS 33.501 [4], however, the existing Oauth based access control decisions do not consider the factors e.g., related to behavioural aspects/reported attack. Any useful information identified and collected from NFs for access authorization purposes can also be used for the purposes of security monitoring. The current security standards do not take into account the use of "behavioral attributes" as input to the access authorization process so far and do not provide any mechanisms for the definition and the collection of such attributes for NFs.

Zero Trust Tenet #5: Tenet 5 states that the enterprise monitors and measures the integrity and security posture of all owned associated assets as it pertains to operational security and evaluation of the asset's security posture during evaluation of resource request. In the 5G Core network, data can be collected from NFs and used to perform threat assessment as part of continuous security monitoring and trust evaluation. The first aspect is operational security. It is expected proper security practices and guidelines are followed during deployment and operations to detect and mitigate vulnerabilities. The second aspect is security monitoring. TS 23.288 [5] provides a framework for data collection services that can further enhance operator security monitoring solutions. For NF monitoring, the framework in TS 23.288 [5] includes analytics for performance monitoring in clause 6.6 and load monitoring in clause 6.5. Such data could be used for example to evaluate the state of the NF and whether it is behaving normally. However, the framework in TS 23.288 [5] relies on the NWDAF, which is a 5G Core NF, to leverage such services. There is currently no explicit standardized security monitoring within NWDAF or in other NF. However, it is worth investigating whether there is any additional information that could be exposed by the 5G Core NFs for monitoring purposes. This information would need to be well defined and explicitly specified to allow 5G Core NFs to expose additional information for monitoring.

Zero Trust Tenet #6: Tenet 6 states resource authentication and resource authorization are dynamic and strictly enforced before access is allowed. In the 5G Core context, this can be evaluated from the perspective of NF consumer and therefore every request and the resource must have its security posture evaluated before access is granted (e.g., in the form of a Policy Enforcement Point [PEP]/Policy Decision Point [PDP]). In the 5G Core context, a TLS session can be used to provide mutual authentication via certificates and an OAuth2.0 token can be used to provide authorization. Based on the current standards, the operator of a 5G Core has the means to enforce a dynamic access authorization in the sense of this tenet because access control related security mechanisms support authentication and authorization for network service access based on identity and credentials. However, they do not consider security monitoring related information (e.g., threat assessments, security posture, etc.) or any other aspect that is highly dependent on the deployment. It is worth investigating whether there is any additional information that could be exposed for security monitoring purposes and how such information is used for access control decisions (e.g., authorization).

Zero Trust Tenet #7: Tenet 7 provides a directive to the network operators to facilitate security-related data collection, data processing, and to provide insights to improve the security posture within the 5G Core network. The tenet reuses principles and mechanisms that are covered in detail in other tenets such as tenet 5 and 6, and provides some additional clarifications on what kind of data can be collected There are currently no standard procedures for data collection to improve overall core network security posture. Consequently, any provisions for such tenets would constitute the building blocks for tenet 7. The data collection related to abnormal behaviour from NFs and related security analysis outcome considerations can help to apply more fine-grained security policies in 5GC.

 
4	Conclusions and proposals
Conclusion: The Rel-18 FS_ZTS study focused on the evaluating the gap between the current security mechanisms and the ZT security tenets in the context of the 5GC. Tenets 4, 5, 6, and 7 require additional study to provide recommendations to support ZT principles in 5GC security architecture.
Proposal: SA3 should initiate a Release-19 study item that considers the gap analysis done in Rel-18 and identify security adaptations needed to support ZT principles in accordance with Tenets 4, 5, 6 and 7.
