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Decision/action requested

It is requested to discuss the discussion paper on UPU implementation gaps
2
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3
Rationale
Please see details proposal.
4
Detailed proposal
Network side situation

UPU data and UPU header are two distinct components of the UPU information transmitted from UDM to AUSF. For example, the UPU header contains the flag indicating if an ACK is required from the UE or not.

As per stage 3 specs of UDM (TS 29.503) and AUSF (TS 29.509), the UPU header is optional. So UDM may include this UPU header or may not include this UPU header. If the UPU header is included in the UPU info, the UPU header is also protected along with the UPU data (for MAC generation). i.e. UPU-MAC-IAUSF must include the UPU header and UPU Data.

However, SA3 specs does not define this. Nokia presented CRs S3-223262 and S3-223263 at the SA3-109 meeting in Toulouse and similar documents were submitted in Greece SA3-110 as well. During the discussion of these CRs, we concluded that the UPU header must also be protected along with the UPU data. i.e., UPU-MAC-IAUSF must also include the UPU header. However, there are some issues on the UE side. Please see the "UE side situation" below.
UE side situation

As per UE implementation and CT1 specs (TS 24.501), UPU header is never included as UPU data. Therefore, the UPU header is never protected (for MAC generation in UE).

The diagram below depicts the issue where the network encodes the UPU header in the MAC generation and the existing UE does not expect a UPU header in the MAC generation:
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As shown in the flow, AUSF/UDM protects the 'UPU Header' inside the UPUInfo (Step 2..4). Then, when an existing UE receives the UPU transparent container (Step 7), the UE will generate a MAC without the UPU header, and the MAC variation will fail.
Observation 1: As discussed in the SA3-109 meeting (Toulouse) during the CR S3-223262/ S3-223263 discussions, the UPU header must also be protected. Because, if the UPU header is not protected, MitM or AMF (VPLMN) can drop the UPU header and UPU data or even modify the UPU header. Therefore, the UPU procedure cannot be implemented correctly.

Observation 2: If the UPU header is included in the UPU data and the network begins protecting both (UPU data and UPU header), how will the UE know if the UPU header is part of the UPU data? 5G UEs are already in the market, so existing UEs do not support protected UPU headers in previous releases like Rel-17,Rel-16.

Observation 3: Based on observations 1 and 2, a solution is required where:
· The new UE (enhanced with the new solution) will use the enhanced functionality where UE can handle receiving protected UPU headers.
· Please note, for rel16, 17, SA3 did a compromise where UPU header is not protected is agreed based on the condition that SA3 will bring a solution in Rel18.
5
Conclusions and proposals
Based on the observations made in this paper, we are proposing to agree on S3-234549
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