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*** 1st CHANGE ***
[bookmark: _Toc19634595][bookmark: _Toc26875653][bookmark: _Toc35528403][bookmark: _Toc35533164][bookmark: _Toc45028506][bookmark: _Toc45274171][bookmark: _Toc45274758][bookmark: _Toc51168015][bookmark: _Toc145413658]5.9.2.3	NEF security requirements
The Network Exposure Function (NEF) supports external exposure of capabilities of Network Functions to Application Functions, which interact with the relevant Network Functions via the NEF. NEF is also used when Network Functions wants to consume the services offered by external Application Functions.
The interface between the NEF and the Application Function shall fulfil the following requirements:
-	Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function shall be supported.
-	Mutual authentication between the NEF and Application Function shall be supported.
-	Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.
-	SUPI shall not be sent outside the 3GPP operator domain by NEF.
The NEF shall be able to determine whether the Application Function is authorized to interact with the relevant Network Functions. The NEF shall be able to determine whether the Network Function is authorized to interact with the external Application Function associated with the NEF.

*** NEXT CHANGE ***

[bookmark: _Toc19634836][bookmark: _Toc26875896][bookmark: _Toc35528663][bookmark: _Toc35533424][bookmark: _Toc45028777][bookmark: _Toc45274442][bookmark: _Toc45275029][bookmark: _Toc51168286][bookmark: _Toc145413934][bookmark: _Toc19635177][bookmark: _Toc26866998][bookmark: _Toc44946906][bookmark: _Toc51144227][bookmark: _Toc58258084]12.1	General
In the 5G system, the Network Functions securely expose capabilities and events to 3rd party Application Functions (AF) via NEF. Additionally, NEF is used when Network Functions wants to consume the services offered by 3rd party Application Functions. The NEF also enable secure provision of information in the 3GPP network by authenticated and authorized AFs.
NOTE:	If a token is generated for AF authorization, such a token can include specific information depending on the procedure, e.g. clause 16.6.3.
Requirements on security aspects of NEF are captured in clause 5.9.2.3. 
*** NEXT CHANGE ***

[bookmark: _Toc19634839][bookmark: _Toc26875899][bookmark: _Toc35528666][bookmark: _Toc35533427][bookmark: _Toc45028780][bookmark: _Toc45274445][bookmark: _Toc45275032][bookmark: _Toc51168289][bookmark: _Toc145413937]12.4	Authorization of Application Function’s requests
After the authentication, NEF determines whether the AF is authorized to send requests for the 3GPP Network Entity. The NEF shall authorize the requests from AF using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [43].
*** NEXT CHANGE ***

12.x	Authorization of Network Function’s requests for accessing the AF
After the authentication, the NEF determines whether the NF is authorised to send requests for external AF. The NEF shall authorise the requests from NF using an OAuth-based authorization mechanism or authorization policy as defined in clause13.3.

*** END OF CHANGE ***


