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1
Decision/action requested

It is requested to discuss the discussion paper on NF accessing the external AF services via NEF
2
References
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Discussion
Oauth2.0 and access token procedures are defined in TS 33.501 (stage 2) and 29.510 (stage 3). NEF and AF interactions are defined in TS 23.502 (stage 2) and CT3 specs (stage 3), e.g. TS 29.522 and TS 29.122.

Bullet: 1: There are requirements defined in SA2 (TS 23.288/NWDAF specs) and SA3 where if NWDAF wants to collect data from external AF, the NWDAF needs to request NEF and NEF collects data from AF and provides the data back to NF.

Reference text from the 33501, 

X.5
Protection of data transferred between AF and NWDAF

As specified in TS 23.288[105], the NWDAF may interact with an AF to collect data from UE Application(s) as an input for analytics generation. The AF can be in the MNO domain or an AF external to MNO domain. To enhance the 5GS to support collection and utilisation of UE related data for providing the inputs to generate analytics information (to be consumed by other NFs), the communication between AF and NWDAF needs to be secured.

The NWDAF interacts with the 5GC NFs and the AF using Service-based Interfaces. The existing 5G security mechanism can be reused for the transfer of UE data over the SBA interface between AF and NWDAF. When the AF is located in the operator’s network, the NWDAF uses Service-Based Interface as depicted in clause 13 to communicate with the AF directly. When the AF is located outside the operator’s network, the NEF is used to exchange the messages between the AF and the NWDAF. The security aspects of NEF is specified in clause 12.
Example of the procedure:

Please refer to the below example to understand the same:
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In this example, NRF has the NEF profile with AF1 information. The NRF is able to authorise the NWDAF to request NEF (indirect data from AF). i.e., if the NRF grants an access token that allows access to this NEF, then this provides authorization to the NFc to access AF that can be accessed via this NEF.

Bullet 2: TS 33501 Chapter 12 and Chapter 12 do not contain any details on the security aspect of how NF can access data from external AF.

Bullet 3: There are two options possible for NF to access the external AF data.

Option 1: NF can request data directly from an external AF.

Option 2: NF can request data from AF via NEF.

However, option 1 is not feasible in terms of security because:

· AF is outside the trust/operator domain and may not support mTLS with the NF.

· NF(s) needs to support the authorization aspect of AF, i.e. AF might use an RFC-based Oauth mechanism (as defined for AF accessing the NEF, and does not follow Oauth2.0 as defined in 3GPP), so NF needs to be upgraded to support this non-3GPP way of authorization.

Therefore, only option 2 is possible.

Observation:
· NF should go via NEF to request data from external AF.

· There is no clarification regarding the security aspect of how NF should or can request data from external AF via NEF in chapters 12 and 13. Therefore, clarification should be added on how NF should collect the data from external AF and how authentication and authorization will work in this case.
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Conclusions and proposals
Based on the observation made in the chapter 3, it is proposed to agree on the CR S3-234543/ S3-234544.
_1751798083.vsd
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