3GPP TSG-SA3 Meeting #113	S3-234518
Chicago, 6 – 10 November 2023

Source:	KDDI Corporation
Title:	Discussion paper on transition to 256-bit cryptographic algorithms 
Document for:	Discussion
Agenda Item:	6	.2
1	Decision/action requested
With this discussion paper, we would like SA3 to discuss and acknowledge how the UE and the network should behave when 256-bit cryptographic algorithms are introduced
2	References 
[1]	TS 31.102 Characteristics of the Universal Subscriber Identity Module Application 
3	Introduction 
3GPP SA3 has been discussing to introduce the algorithm specifications for 256-bit cryptographic algorithms. Furthermore, discussions are had on the introduction of these algorithms in TS 33.501. At the same time, KDDI together with a group of supporting companies has been advocating to study whether there might be any security oversights that need to be addressed in order to securely introduce these algorithms. In this discussion paper, we will present a number of scenarios that could arise if 256-bit cryptographic algorithms are introduced, and we will explain why we believe these scenarios should be studied.
In this discussion paper, we will present issues related to issues related to phase-wise introduction and parallel support of 256 bits capability on the AS and NAS layer, issues related to varying support for 256-bit algorithms between AS and NAS layer, and finally, issues related to the lack of entropy of the permanent key. In addition, we will also address issues related to longer MACs. Key issues found for longer MACs are aligned with the issues identified for the transition to 256-bit cryptographic algorithms apart from the issue on lack of entropy of permanent keys. In place, we address an additional issue of potential bid down attacks to integrity protection in the advent of longer MACs to the current system. 
4	Key Issues related to 256-bit algorithms
4.1	Issues related to the phase-wise introduction and parallel support of 256-bit cryptographic algorithms on the AS layer
The Radio Access Network of Mobile Network Operators often comprise many different base stations. As such, the introduction of 256-bit cryptographic algorithms is expected to be a phase-wise upgrade for operators. This would result in a situation where some gNBs are upgraded to support 256 bits and some are not yet upgraded. In such a scenario support of 256-bit cryptography is not universal and will vary based on the supported 3GPP Release gNB. 
Similarly, flaws in the local configuration of gNBs may lead to situations where 256-bit cryptographic algorithms are not universally available or are not prioritized over 128-bit cryptographic algorithms. This scenario shows that the local configuration is leading in the selection of an algorithm that is 128 bits or 256 bits. Consequently, the strength of the algorithm used (128 bits or 256 bits) to protect both user data and signalling data may vary between the gNBs due to different configuration.

This leads to two potential issues:
1. Potential change in algorithm strength at handovers.
2. Potentially different algorithm strength when utilizing dual connectivity.
This has the following drawbacks:
1. It means that there is no mechanism today to provide a consistent algorithm strength through handovers even if both gNB and UE are both 256-bit capable.
2. It means that in some scenarios where the UE will travel between gNBs with different configurations and/or different capabilities, the protection strength will vary. It is debatable whether under such scenarios there was actually any benefit of using 256-bit cryptographic algorithms.

Handovers
In this scenario we assume that the UE is capable of using 256-bit cryptographic algorithms:
1. The UE is attached to a gNB that is capable of and is configured to prioritize 256-bit cryptographic algorithms. Therefore, a 256-bit cryptographic algorithm is selected. 
2. Next, the UE hands over to a gNB that either does not support or does not prioritize 256-bit cryptographic algorithms. Therefore, the algorithm agreed between the UE and the gNB is a 128 bit-algorithm.
3. Next, the UE is again handed over, this time to a gNB that does support and is configured to prioritize 256-bit cryptographic algorithms. As such, a 256-bit cryptographic algorithm is selected.
In this scenario, the strength of the algorithm used (128 bits vs 256 bits) is changed during each hand-over. This leads to a non-uniform security protection and begs the question whether under such scenarios it is worth to use 256-bit cryptographic algorithms. The cause of this is because algorithm strength is not considered during handovers. Note that this is appropriate for the current specifications where all algorithms have a strength of 128 bits.

Dual connectivity
Under Dual Connectivity scenarios, the UE could be attached to one gNB that supports or prioritizes 128-bit cryptographic algorithms only and one that also supports and prioritizes 256-bit cryptographic algorithms. As a result, one leg of the communication could be protected using 256-bit cryptographic algorithms and the other using 128-bit cryptographic algorithms. Such discrepancies are undesirable from a security point of view.

· Key issues to be studied:
Handovers: The key issue to be studied is therefore whether it is possible to realize a uniform 256-bit cryptographic protection even if not all gNBs are upgraded and configured to support 256 bits. Alternatively, it is to be studied whether it is possible to have a mechanism that allows for more uniform algorithm strength across handovers to avoid both unnecessary switching between algorithm strength either way.
Dual connectivity: The key issue to be studied is therefore whether it is possible to have a mechanism that prevents a difference in algorithm strength between the two legs. Said differently, study solutions that allow for uniform algorithm strength when using dual connectivity and whether this includes prohibiting certain scenarios.

4.2	Issues related to phase-wise introduction of 256 bits support on the NAS layer
Similar concerns as for the gNBs as outlined in the previous sections also exist for the AMFs. The introduction of 256-bit cryptographic algorithms in the Core Network may also follow a phase-wise approach. This would result in a situation where some AMFs are upgraded to support 256-bits and some are not yet upgraded to support 128-bits. In such a scenario support of 256-bit cryptography is not universal and will vary between AMFs.
This leads to the following two key issues: 
1. Potential change in algorithm strength at AMF change (e.g., due to an N2 handover or a mobility registration update) because not every AMF supports 256-bit cryptographic algorithms.
2. Potential change in algorithm strength at registration with AMF reallocation via direct NAS reroute because not every AMF supports 256-bit cryptographic algorithms.

AMF change
In this scenario we assume that the UE is capable of using 256-bit cryptographic algorithms. We also assume that AMFs that are 256 bits capable will be configured such that 256-bit capable algorithms are higher on the cryptographic algorithm list than 128-bit cryptographic algorithms. A possible scenario would be as follows:
1. The UE is attached to an AMF that supports 256-bit cryptographic algorithms. Therefore, a 256-bit cryptographic algorithm is selected. 
2. Next, the UE hands over to an AMF that does not support 256-bit cryptographic algorithms. Therefore, the algorithm agreed between the UE and the AMF is a 128 bit-algorithm.
3. Here, with the source AMF sending a HANDOVER COMMAND to the source gNB, the target gNB sends a HANDOVER NOTIFY to the target AMF AMF indicates the receipt of the HANDOVER NOTIFY to the source AMF. 
4. Next, the UE is again handed over, this time to an AMF that does support 256-bit cryptographic algorithms. As such, a 256-bit cryptographic algorithm is selected.
AMF reallocation
The same assumptions as in the previous scenario apply here. This scenario would be as follows:
1. Based on its local policy, the initial AMF decides whether to send the current security context to the target AMF or derive a new security context to send to the target AMF with the indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd). 
2. Based on the actions of the initial AMF, the target AMF either uses the received security context or, if it receives the indication of horizontal KAMF derivation (i.e., keyAmfHDerivationInd), it initiates NAS SMC.
3. If the target AMF is one that does not support 256-bit cryptographic algorithms, the algorithm agreed between the UE and the target AMF will be a 128 bit-algorithm.

· Key issues to be studied:
AMF change and AMF reallocation: The key issue to be studied is therefore whether it is possible to realize a uniform 256-bit cryptographic protection even if not all AMFs are upgraded to support 256 bits. 
4.3	Issues related to varying support for 256-bit algorithms between AS and NAS layer
Due to the phase-wise introduction of 256-bit algorithms both in the RAN and the Core, the situation where a 256 bits capable UE is connected to a gNB that already supports 256-bit algorithms, yet the AMF only supports 128-bit algorithms or vice versa. In such a scenario, support for 256-bit cryptography is not universal and will vary between AS and NAS layer. Such a discrepancy is undesirable from a security point of view.
This leads to the potential issue of:
1. Potentially different algorithm strength between AS and NAS because not every gNB and AMF support 256-bit cryptographic algorithms.

· Key issues to be studied:
The key issue to be studied is therefore whether it is possible to realize a uniform 256-bit cryptographic protection in the NAS and AS layer.

4.4	Issues related to a lack of entropy of the permanent keys
[bookmark: _Hlk148359641]Whether or not 256-bit cryptographic algorithms can be selected at the NAS/AS layer depends on the ME, the gNB, and the AMF. However, this does not account for the fact that there still exist active subscriptions whose permanent keys do not have sufficient entropy to provide for effective 256-bit security, since it is still possible to provision current USIMs with 128-bit keys according to TS 31.102 [1]. Below, we outline the possible scenarios and whether or not there may be an issue with providing 256-bit security. In the following, it is assumed that the network side universally supports 256-bit cryptographic algorithms.
USIMs without support for 256-bit key derivation algorithms
In this scenario, USIMs will only provide long-term keys of 128-bit length. This means, even if both the UE and the network agree for use of 256-bit cryptographic algorithms for AS and/or NAS, the long-term key does not provide sufficient entropy to ensure a 256-bit security. 
USIMs with support for 256-bit key derivation algorithms
If the USIMs supports 256-bit key derivation algorithms, a distinction has to be made based on which permanent key is actually provisioned. Potential issues may arise in the following scenarios:
· USIM provisioned with 128-bit permanent key:
Regardless of ME support for 256-bit cryptographic algorithms, effective 256-bit security cannot be provided in this scenario due to a lack in sufficient entropy in the 128-bit permanent key. 
· USIM provisioned with 256-bit permanent key:
In this scenario, whether or not 256-bit security can be provided depends on the ME. 
· ME that does not support 256-bits
Although the USIM is provisioned with a 256-bit permanent key, the ME will truncate the resulting keys for use at the AS and NAS layer to 128 bits.
· ME that does support 256-bits
The USIM provides a 256-bit permanent key and the ME does support 256-bit cryptographic algorithms. This scenario would ensure that effective 256-bit security can be provided at AS and NAS layer. 

· Key issues to be studied:
Legacy key derivation algorithms and permanent keys: The key issues to be studied is whether legacy key derivation algorithms and permanent keys provide sufficient entropy to ensure 256-bit protection on AS and NAS layer. Also, it is to be studied what the expected behavior of the UE and the network should be in the scenarios outlined above.

5	Key Issues related to longer MACs
Introducing MACs longer than the current 32-bits poses the question of how the network should behave dependent on what MAC length the AMF, RAN the UE is connected to is supporting. Since the MAC length is determined by the cryptographic algorithms negotiated between UE and gNB (AS) as well as UE and AMF (NAS), the key issues outlined in chapter 4 also apply to longer MACs (with the exception of 4.4). That is, simultaneous support for legacy and longer MACs on the AS layer, phase-wise introduction of longer MAC capabilities on the AS and NAS layer, and issues related to varying support for longer MACs between AS and NAS layer. 
Bid-down attacks of MACs
Apart from the forementioned key issues, we can also envision another issue specific to MACs. Assume that 32-bit MAC are broken and assume that both UE and network support integrity protection algorithms that produce MACs longer than 32-bit MACs, for example, 64-bit MACs.
A bid-down attack may look like the following: 
1. The UE sends its security capabilities to the AMF indicating its support for 32-bit and 64-bit MACs. 
2. A Man-in-the-Middle is able to alter these UE capabilities so that only the attackable 32-bit MAC options remain.
3. The AMF responds accordingly by selecting a matching 32-bit MAC algorithm from its local configuration for use with the NAS SMC message.
4. The UE, recognizing the tampered UE capabilities in the NAS SMC message it receives, responds again with the initial NAS message, protected with the 32-bit MAC selected by the AMF.
5. The Man-in-the-Middle, again, is able to alter the UE capabilities. 
· Key issues to be studied:
The key issue to be studied is therefore how to securely communicate the UE capabilities between UE and network in deployments that support both 32-bit MACs and longer MACs when the current MAC length of 32-bit does not provide sufficient integrity protection.

6	Proposals
In this discussion paper, we outline the possible risk a UE can be in when there are mixed RAN security capabilities, mixed AMF security capabilities, mixed support between the RAN and AMF, and risks related to a lack of entropy of permanent keys. Following such security risks foreseen, it is proposed for the followings to be studied: 
Proposal 1: Study the security challenge of what the expected behavior of the UE should be in mixed RAN security capabilities.
Proposal 2: Study the security challenge of what the expected behavior of the UE should be in mixed AMF security capabilities.
Proposal 3: Study the security challenge of what the expected behavior of the UE, gNB, and AMF should be in secnarios where support for 256-bit cryptogaphic algorithms is not uniform between gNB and AMF.
Proposal 4: Study the security challenge of what the expected behavior of the UE should be in scenarios where the USIM is not able to provide sufficient entropy for effective 256-bit security.
Proposal 5: Study the implications of the key issues 4.1, 4.2, 4.3 as they relate to the introduction of longer MACs.
Proposal 6: Study the security challenge of what the expected behavior of the UE and the network should be assuming that 32-bit MACs are broken.
