3GPP TSG-SA3 Meeting #113	S3-234505
Chicago, USA, 6 – 10 November 2023	(revision of xx-yyxxxx)
Source:	US Department of Homeland Security, The MITRE Corporation, Dell Technologies, AT&T, Apple, InterDigital, Cable Labs, Keysight Technologies
Title:	New SID on Study on Alternative Authentication Without Access to a Centralized 5G Core
Document for:	Approval
Agenda Item:	6.2
3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title:	Study on Alternative Authentication without Access to a Centralized 5G Core

Acronym:	FS_NG_ALT_AUT_NCN

Unique identifier:	

Potential target Release:	Rel-19

1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	
	



Dependency on non-3GPP (draft) specification: None

3	Justification
The current 5G primary authentication procedures in TS 33.501 assume there is a centralized core (with a centralized authenticator and / or a centralized authentication server). There are commercial, public safety and mission critical use cases where user equipment (UE) is not able to get access to a centralized 5G core due to a) 5G gNBs are not available, b) a 5G core is not available, or c) both 5G gNB and a 5G core are not available. In those situations, since a centralized 5G core is not available for the UE to perform primary authentication procedures, an alternative primary authentication method is needed.
One use case example is when natural disasters such as a) hurricane, b) flood, c) earthquake, and d) wildfire or war, destroy 5G cellular infrastructure and power infrastructure. In this natural disaster use case, first responders from different areas, including different countries, gather at the scene to conduct rescue missions. They need instant and on-the-fly, device-to-device communications (i.e., direct device connection as defined in TS 22.261) between them, using 5G devices, which are the only common communication devices available.
One deployment scenario for device-to-device communications is to leverage 5G New Radio (NR) sidelink technology to support out-of-coverage cases. This deployment scenario is supported by SA2 architecture. To prevent 3rd parties from listening or disrupting communications, there is a need to provide primary authentication. One current practice used to support authentication in out-of-coverage cases with sidelink technology uses the following steps: 1) UEs are authenticated while in-coverage with an infrastructure network (with a centralized 5G core), 2) security credentials are pre-provisioned to UEs, and then 3) UEs join the out-of-coverage network. However, during the natural disaster use case discussed above, steps 1) and 2) cannot be done because there is no 5G gNB or centralized 5G core available and there are often first responders from other locations providing assistance. As a result, we need an alternative method for providing 5G primary authentication.
There are also examples of commercial use cases including vehicle-to-everything (V2X), aircraft-to-everything (A2X), IoT sensors in coverage-challenged areas, and UE in an area where there is poor cellular RF coverage.
The following provides relevant requirements from TS 22.261.
· Page 9. Section: Introduction. “The drivers include IoT, Virtual Reality (VR), industrial control, ubiquitous on-demand coverage, as well as the opportunity to meet customized market needs.”
· Page 41. Section 6.18: Multi-network connectivity and service delivery across operators. / 6.18.2: Requirements. “The 5G system shall enable users to obtain services from more than one network simultaneously on an on-demand basis.”
· Page 64. Section 6.38.2.3: Operation without 5G core network connectivity. “The 5G system shall allow Personal IoT Network (PIN) Elements to communicate when there is no connectivity between a PIN Element with Gateway Capability and a 5G network.”
· Page 68. Section 6.40.2.2: Requirements for direct device connection. “Based on user consent, operator policy and trusted 3rd party request, the 5G system shall support a means to authorize specific UEs to transmit data (e.g., AI-ML model data for a specific application,) via direct device connection in a certain location and time.”
· Page 104. Section 8.3: Authentication. “The 5G system shall support operator-controlled alternative authentication methods (i.e., alternative to Authentication and Key Agreement [AKA]) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation). The 5G system shall support a suitable framework (e.g., EAP) allowing alternative (e.g., to AKA) authentication methods with non-3GPP identities and credentials to be used for UE network access authentication in non-public networks.”
· Page 105. Section 8.5: Identity management. “For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a third-party and supported by 3GPP.”

The following is provided for information only.
The current Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) primary authentication procedures in Annex B of TS 33.501 support certificate-based authentication. For certificate-based authentication, a UE still needs to have a SIM (which means users have subscriptions with a 5G service provider); however, the symmetric keys in the SIM may not be used. Like the symmetric keys-based procedures (e.g., 5G AKA), the EAP-TLS procedures rely on a centralized authenticator and / or a centralized authentication server.
4	Objective
The objective is to study an alternative method for primary authentication to allow a group of UEs to communicate with each other securely without access to a centralized 5G core. The study will also ensure that security solutions are aligned with the work in SA1, SA2, and SA6. The study is comprised of the following parts:
· WT-1: Study the key issues for supporting primary authentication procedures without access to a centralized 5G core leveraging 3GPP symmetric keys-based authentication procedures (i.e., 5G AKA and EAP AKA) and develop potential solutions to address these key issues.
· WT-2: Study the key issues for supporting primary authentication procedures without access to a centralized 5G core leveraging 3GPP certificates-based authentication procedures (i.e., EAP-TLS) and develop potential solutions to address these key issues.
· WT-3: Study the key issues for supporting primary authentication procedures without access to a centralized 5G core leveraging forward looking advanced non-3GPP authentication procedures (e.g., blockchain) and develop potential solutions to address these key issues.

TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe)
	Inter Work Tasks Dependency

	WT1
	1.5
	1.5
	No
	

	
	
	
	
	

	WT2
	1.5
	1.5
	No
	

	
	
	
	
	

	WT3
	2
	2
	No
	

	
	
	
	
	



Total TU estimates for the study phase: 5
Total TU estimates for the normative phase: 5
Total TU estimates: 10
5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR 
	TR 33.XXX
	Study on Alternative Authentication without Access to a Centralized 5G Core
	
	
	DJ Shyy, djshyy@hssedi.dhs.org

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
DJ Shyy, HSSEDI, djshyy@hssedi.dhs.org
7	Work item leadership
SA3
8	Aspects that involve other WGs
N/A
9	Supporting Individual Members

	Supporting IM name
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	The MITRE Corporation
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