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1. Introduction

This whitepaper describes the full inter-PLMN connection setup between a pair of SEPPs of two PLMNs. It covers the deployment scenario with initial dynamic DNS discovery, TLS connection setup, n32-c connection setup and n32-f connection setup.

This design only covers the Direct TLS security mechanism for bilateral inter-PLMN interconnections as defined with 5GMRR Phase 1. The designs for the other 5G SA Roaming use cases will be specified as part of 5GMRR Phase 2. 

For the sake of clarity, the call flows do not show all parameters but only certain examples where relevant.
2. Scenario description

An NF in PLMN A needs to send a message to an NF in PLMN B. The SEPPs on either side are responsible to set up and secure the connection between both PLMNs. The scenario also covers messages initiated by PLMN B after the initial connection setup from PLMN A to PLMN B.

PLMN A has 2 PLMN IDs and one SEPP
	
	MCC
	MNC

	PLMNID1
	999
	888

	PLMNID2
	999
	777



PLMN B has 2 PLMN IDs and 2 SEPPs, each SEPP can handle both PLMN IDs
	
	MCC
	MNC

	PLMNID1
	001
	001

	PLMNID2
	001
	002



In order to illustrate the different aspects of the connection setup it is assumed that the initial message from the NF in PLMN A targets the NF in PLMN B associated with the secondary PLMN ID of PLMN B.

For the initial setup it is also assumed that the N32 connection is established on the first message from PLMN A to PLMN B when there is no previously opened N32 connection available. The alternative of setting up the connection at the time of provisioning is not discussed but can be derived as being a connection setup to the primary PLMN ID.
3. Call flows
3.1. [bookmark: _Ref135222778]Connection Setup Steps
The N32 connection setup passes the following subsequent steps with the sample call flows in the following subsections 3.2 – 3.5. 
· Dynamic DNS discovery
· TLS connection setup
· N32-c connection setup
· N32-f connection setup

3.2. [bookmark: _Ref139611878]Dynamic DNS discovery
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Figure 1: Dynamic DNS Discovery

It is assumed that a DNS client within the SEPP takes care of the DNS queries either directly or through a local DNS cache. The DNS client does not make any decisions on next steps but returns the result of each query up to the SEPP application layer. The SEPP application layer decides on the next DNS query to be sent. (Also see section 4.19 of IR.67 [4])
0. The initiating SEPP (i-SEPP) receives an NF service request from an NF targeting another PLMN. The 3gpp-Sbi-Target-ApiRoot header in the message is used to construct a well-known FQDN based on the PLMN ID within the 3gpp-Sbi-Target-ApiRoot header. This well-known FQDN has to be kept for cross checking the PLMN ID during TLS connection setup.
Example:
	3gpp-Sbi-Target-ApiRoot
	Well-known FQDN

	nrf.5gc.mnc002.mcc001.3gppnetwork.org
	sepp.5gc.mnc002.mcc001.3gppnetwork.org



1. The i-SEPP sends a DNS NAPTR query to the IPX Secondary Root DNS[footnoteRef:2]  (IR.67 2.2 [4]) using the well-known FQDN (i.e., sepp.5gc.mnc002.mcc001.3gppnetwork.org). Note: if the DNS cache contains an entry for the well-known FQDN, steps 1 – 4 are skipped. [2:  This step is optional and only used to discover the DNS of the target PLMN. The DNS of the target PLMN can also be obtained from IR.21] 

2. The IPX Secondary Root DNS returns an NS record containing the FQDN and IP of the authoritative DNS
3. The i-SEPP sends the same DNS NAPTR query as in step 1 to the authoritative DNS of PLMN B.
4. The DNS server returns one or more NAPTR records containing the domain name of the n32 service. Note that the mnc/mcc value of the returned domain can be different from the mnc/mcc in the well-known FQDN. The goal is to allow the PLMN to use the same SEPP (FQDN) for different PLMN IDs.
                                        
sepp.5gc.mnc002.mcc001.3gppnetwork.org. 14400 IN NAPTR  50 100 “s” “x-3gpp-sepp:x-n32c”  “” _n32._tcp.sepp.5gc.mnc001.mcc001.3gppnetwork.org

5. The i-SEPP selects one of the records received in step 4 based on the needed service and sends a DNS SRV query to the authoritative DNS using the selected domain.
(i.e., _n32._tcp.sepp.5gc.mnc001.mcc001.3gppnetwork.org). Note: if the DNS cache contains an entry for the selected record, the DNS query is skipped.
6. The DNS returns one or more SRV records indicating the SEPP topology of PLMN B. The SRV records contain a priority and weight to allow the i-SEPP to select a responding SEPP (r-SEPP) (Ref.: RFC 2782 [8]), and the FQDN and ports to be used to establish N32-c to each r-SEPP. (Details for N32-f are described below)
              TTL class SRV priority weight port target.
_n32._tcp.sepp.5gc.mnc001.mcc001.3gppnetwork.org.  600 IN    SRV 10       60     443  sepp1.sepp.5gc.mnc001.mcc001.3gppnetwork.org.
_n32._tcp.sepp.5gc.mnc001.mcc001.3gppnetwork.org.  600 IN    SRV 10       20     443  sepp2.sepp.5gc.mnc001.mcc001.3gppnetwork.org.

7. The i-SEPP selects one or multiple r-SEPPs based on the received SRV records. If multiple r-SEPPs are selected the i-SEPP shall set up N32 connections to each selected r-SEPP to allow loadbalancing of traffic.[footnoteRef:3] The i-SEPP sends a DNS A/AAAA query to resolve the IP address of the selected r-SEPP or r-SEPPs. For this document it is assumed one r-SEPP is selected. Note: if the DNS cache contains an entry for the selected FQDN, the DNS query is skipped. [3:  The details on how and when peer SEPPs are discovered and how traffic can be loadbalanced is described in detail in IR.67.] 

8. The DNS returns an A/AAAA record with the correct IP address.
Note: glue records can be used in the DNS so that the IP addresses are already returned in step 6 avoiding the need for step 7 and 8.



3.3. [bookmark: _Ref135221981]TLS Connection

[image: ]
Figure 2: TLS Handshake

The mTLS handshake procedure is the same for n32-c and n32-f. However, the used FQDNs and certificates might differ.
9. Using the IP address and port obtained in step 8 the i-SEPP sets up a TCP connection to the r-SEPP and sends a TLS client Hello to initiate the TLS handshake indicating the supported cipher suites and adds the selected (step 6) r-SEPP FQDN(s) to the SNI extension.
10. The r-SEPP responds according to the TLS protocols, selects its TLS server certificate (if it has multiple such certificates it uses the SNI field to select one) and sends it[footnoteRef:4] to the i-SEPP. The leaf (server) certificate contains one of the r-SEPP FQDNs in the Common Name. It shall also contain all PLMN IDs in the Subject Alternative Name (SAN) records, for which the SEPP intends to use the N32 connection E.g. [4:  The leaf certificate is signed by the SubCA certificate of the respective PLMN. The SubCA is signed by the Root CA of the respective PLMN. During certificate exchange the certificate chain up to the Root CA but not including the Root CA shall be sent. ] 

SAN
DNS	sepp1.sepp.5gc.mnc001.mcc001.3gppnetwork.org
DNS	sepp1.sepp.5gc.mnc002.mcc001.3gppnetwork.org
While it is expected that the r-SEPP will typically include all the PLMN IDs managed by the PLMN in its server certificate, it may choose to use separate N32 connections for different subsets of PLMN IDs, and this is to be reflected in the certificates.
The PLMN Ids in the SAN records shall be kept to be crosschecked against the PLMN Ids in the n32-c handshake (3.3.1) 
The r-SEPP proceeds with the TLS handshake (10c) and requests the client's certificate (10d). The r-SEPP may indicate which Root CAs it trusts. 
At this stage the r-SEPP has no knowledge yet about the identity of the i-SEPP.
The i-SEPP matches PLMN ID in the well-known FQDN constructed in step 0, to the SAN records. If the PLMN ID is not found in any of the SAN records, the certificate validation shall fail and the TCP connection shall be torn down. Similarly, the i-SEPP matches the FQDN selected in step 7 to the SAN records received from the r-SEPP. If the FQDN is not found (exact string match, case-insensitive) in any of the SAN records the certificate validation shall fail and the TCP connection shall be torn down.
The i-SEPP further extracts the PLMN ID from each of the SAN records and searches the set of trust anchors to find the corresponding trust anchor. All PLMN IDs in the SAN records shall map to the same corresponding trust anchor. The certificate chain received from the r-SEPP shall be verified against the list of Root CAs in the trust anchor. If chain verification fails, the TLS handshake fails with error code 48 (unknown_ca). (Ref.: TS 33.501 [2] 13.1.2)

11. The i-SEPP sends its TLS client certificate (11a) to the r-SEPP with its FQDN in the CN and the SAN records, with an additional FQDN for each of its supported PLMN IDs. 
SAN
DNS	sepp1.sepp.5gc.mnc888.mcc999.3gppnetwork.org
DNS	sepp1.sepp.5gc.mnc777.mcc999.3gppnetwork.org
Only from this moment the r-SEPP is aware about the identity of the i-SEPP. 
The i-SEPP shall send its keys (11b) and the certificate verification result (11c) to the r-SEPP.
The r-SEPP performs the same security checks as step 10 except for the well-known FQDN check because there was no well-known FQDN mapping on the r-SEPP. These checks shall be done in step 20.
11d – 12b: the bidirectional Change Cipher Spec and Encrypted handshake complete the mTLS handshake.

Editor’s Note: The crosschecks to be executed are for further study and any checks described in this chapter could change.





3.4. N32 Connection
3.4.1. [bookmark: _Ref135226442]N32-c Handshake

[bookmark: _Int_h61727Wv][bookmark: _Int_SSesH6e3][bookmark: _Int_8zcHrzPn][bookmark: _Int_KOshXjO1]The n32-c handshake is used to establish a N32 context (i.e. connection) between 2 endpoints represented as FQDN:PORT. An N32 context consists of a pair of endpoints represented by FQDN:PORT of i-SEPP and FQDN:PORT of r-SEPP)
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Figure 3: N32-c Handshake

13. Within the previously established mTLS tunnel the i-SEPP sends an http/2 n32-c exchange capability message to the r-SEPP. The “:authority” header is set to the r-SEPP FQDN.
The SecNegotiateReqData contains the FQDN of the i-SEPP in the Sender IE (sepp01.sepp.5gc.mnc888.mcc999.3gppnetwork.org) and indicates TLS in the Supported security capability IE. Assuming that the following checks succeed, the Sender IE shall be used by the r-SEPP to uniquely identify the i-SEPP and to build an N32 context consisting of the i-SEPP FQDN and r-SEPP FQDN pair.
The sender PLMN IDs (IE = plmnIdList) and target PLMN ID shall be sent. 
If the plmnIdList IE is missing, the r-SEPP shall respond with an appropriate 4xx/5xx status code. If any of the PLMN Ids does not match the PLMN Ids in the TLS certificateof the i-SEPP , then further actions can be taken. 
If the i-SEPP wants incoming n32-f connections to be set up to a different FQDN and/or port the i-SEPP can indicate this in the SenderN32fFqdn and/or SenderN32fPort IEs as specified in 3GPP Release 18 29.573 [3]. 
All the received IEs are stored within the N32 Context on the r-SEPP
14. The  SecNegotiateRspData from the r-SEPP contains the FQDN of the r-SEPP in the Sender IE and TLS in the Selected security capability. The Sender IE shall be used by the i-SEPP to uniquely identify the r-SEPP and to build an N32 context consisting of the i-SEPP FQDN and r-SEPP FQDN pair.
The sender PLMN IDs (IE = plmnIdList) shall be sent. If the plmnIdList is missing the connection shall be torn down. (Note: the i-SEPP cannot respond with an error code since it is the HTTP client.) If any of the PLMN Ids does not match the PLMN Ids in the TLS certificate of the r-SEPP, then further actions can be taken.
If the i-SEPP wants incoming n32-f connection to be set up to a different FQDN and/or port, it can indicate this in the SenderN32fFqdn and/or SenderN32fPort IEs as specified in 3GPP Release 18 29.573 [3].
All the received IEs are stored within the N32 Context on the i-SEPP
15. Once the n32-c handshake has concluded the mTLS connection shall be torn down.
Editor’s Note: The crosschecks to be executed are for further study and any checks described in this chapter could change.



3.4.2. N32-f Connection setup

After the N32-c handshake a long lived mTLS connection will be initiated from i-SEPP in PLMN A to r-SEPP in PLMN B, for NF service requests sent from PLMN A to PLMN B. Subsequently another long lived mTLS connection may be initiated from PLMN B to PLMN A for NF service requests sent from PLMN B to PLMN A. The n32-f connection from PLMN B to PLMN A is optional and will only be set up if NF service requests have to be sent. If the pair of SEPPs in PLMN A and PLMN B is the same as for the initial N32-f mTLS connection the secondary N32-f mTLS connection will be part of the same N32 context and no new N32-c handshake is required.

[image: ]
Figure 4: N32-f connection establishment

16. If the SenderN32fFqdn and/or SenderN32Port were provided by the r-SEPP (and are different from the n32-c FQDN and/or Port) the supporting i-SEPP shall initiate a new DNS A/AAAA query to the authoritative DNS to retrieve the corresponding IP address.
If the SenderN32fFqdn and/or SenderN32fPort were not provided by the r-SEPP, the same FQDN (as selected in step 7) and/or port as used for the N32-c Handshake shall be used by the i-SEPP.
17. The same procedure and security checks (i.e., well-known FQDN check, Dedicated trust store check) as defined in 3.2 shall be used to set up a long lived mTLS tunnel from i-SEPP to r-SEPP. If any of the checks fail the full N32 context and associated n32-f connections shall be torn down.
Additionally, if the n32-f certificate contains any PLMN ID which is not present in the corresponding n32-c certificate, then the certificate shall be rejected.
18. [bookmark: _Int_Xks2Ou6o][bookmark: _Int_S11l2IZ1][bookmark: _Int_1yPKORbM]NF service requests are forwarded within the mTLS connection unchanged. However, if 3gpp-Sbi-Target-apiRoot header is used between SEPPs then the :authority header will be set to the r-SEPP FQDN (or SenderN32fFQDN if exchanged in the n32-c handshake). If 3gpp-Sbi-Target-apiRoot header is not used between SEPPs the :authority header will be set to the pNF FQDN. The 3gpp-Sbi-Target-ApiRoot header shall be kept as received from the NF (Ref.: TS 29.573 [3] Section C.2.).
19. In case PLMN B needs to send an NF service request[footnoteRef:5] to PLMN A, and has no information from a previous dynamic discovery, it shall initiate the Dynamic discovery procedure as described in3.2, to discover the appropriate SEPP. If the FQDN selected in Step 7 matches a previously established n32-c context, then the n32-c handshake shall be skipped. If the selected SEPP does not match any previously established N32 Context, then a new n32-c handshake shall be initiated, creating a new N32 Context. [5:  The NF service request can be notifications for implicit or explicit subscriptions, or interplmn service requests initiated by NFs in PLMN B.] 

20. The same procedure and security checks (i.e. well-known FQDN check, Dedicated trust store check) as defined in 3.2 shall be used to set up a long-lived TLS tunnel from r-SEPP to i-SEPP. If any of the checks fail the full N32 context and associated n32-f connections shall be torn down.
Additionally, if the n32-f certificate contains any PLMN ID which is not present in the corresponding n32-c certificate, then the certificate shall be rejected. (Ref : TS 33.501 [2])
21. NF service requests are forwarded within the mTLS connection unchanged. However if 3gpp-Sbi-Target-apiRoot header is used between SEPPs then the :authority header will be set to the i-SEPP FQDN (or SenderN32fFQDN if exchanged in the n32-c handshake). If 3gpp-Sbi-Target-apiRoot header is not used between SEPPs the :authority header will be set to the pNF FQDN. The 3gpp-Sbi-Target-ApiRoot header shall be kept as received from the NF (Ref.: TS 29.573 [3] Section C.2.).





3.4.3. N32 Termination
  [image: ]
Figure 5: N32 connection termination


Either side can terminate the context and associated n32-f connections
22. The SEPP wishing to terminate the context opens a short-lived TLS connection according to 3.2
23. The SEPP initiates an n32-c handshake. The  SecNegotiateReqData shall contain “supported security capability” set to NONE (Ref.: TS 29.573 [3] 5.2.2). This triggers each SEPP to release the N32 context and tear down the corresponding n32-f connections.
24. The n32-c TLS connection is torn down.



3.4.4. Race Conditions and Recovery
This section shall describe race conditions when 2 SEPPs try to establish N32 connections at the same time or receive N32-c handshake messages for existing context. 
Editor’s Note: This section is for further study.

3.4.5. N32-f Lifetime

 Editor’s Note: This section is for further study.


Annex A: Trust Anchors

Ref: 33.501 Paragraph 13.1.2

The SEPP shall maintain a set of trust anchors, each consisting of a list of trusted root certificates and a list of corresponding PLMN-IDs. Lists of PLMN Ids and Lists of Root CAs are related by the trust anchor they belong to. Any given PLMN ID can only appear in one trust anchor. Root CAs can appear in multiple trust anchors. 

{
Trust Anchor A :  
(PLMN ID 1, PLMN ID 2, …..)	
(Root CA 1, Root CA 2,…..)
,
Trust Anchor B:
(PLMN ID 3, PLMN ID 4, …..)
(Root CA 1, Root CA 4,…..)
,
…
}




References
[1] [bookmark: _Ref130549189]3GPP TS 23.501 – System architecture for the 5G System (5GS); Stage 2
[2] [bookmark: _Ref135395279]3GPP TS 33.501 – Security architecture and procedures for 5G system
[3] [bookmark: _Ref135396945]3GPP TS 29.573 – 5G System; Public Land Mobile Network (PLMN) Interconnection;Stage 3
[4] [bookmark: _Ref135394904]GSMA IR.67 - DNS Guidelines for Service Providers and GRX and IPX Providers
[5] [bookmark: _Ref135394994]GSMA FS.34 - Key Management for 4G and 5G inter-PMN Security
[6] RFC 5246 – Transport Layer Security (TLS) Protocol Version 1.2 (https://www.ietf.org/rfc/rfc5246.txt)
[7] RFC 8446 – Transport Layer Security (TLS) Protocol Version 1.3 ()
[8] [bookmark: _Ref138258838]RFC 2782 - A DNS RR for specifying the location of services (DNS SRV) (https://www.rfc-editor.org/rfc/rfc2782.txt)
[9] [bookmark: _Ref138744081]RFC 9113 - HTTP/2 (https://www.rfc-editor.org/rfc/rfc9113.txt)


[image: ]
	                    CONFIDENTIAL                                                                         		    12

image1.png
Authoritative

DNS

Initiating | Responding

SEPP SEPP

1.DNS NAPTR : |

ONFrequest |, op Sge.mnc002.mec001. 3gopnetwork.org
>
2. DNS response:

[T record (Authoritative DNS FODN/IP)

|
3.DNS NAPTR :

sepp.5gc.mnc002.mec001.3gppnetwork.org (well known FQDN)
>

4.DNS response:
_n32._tcp.sepp.5gc.mnc001.mec001. 3gppnetwork.org

<
5.DNSSRV :
_n32._tcp.sepp.5gc.mnc001.mec001. 3gppnetwork.org
6. DNS response:
List of servers
sepp01.sepp.5gc.mnc00L.mcc001.3gppnetwork.org:443
sepp02.sepp.5gc.mnc00L. mcc0013gppnetwork.org:443
<
7.DNS A/AAAA
sepp01.5gc.mnc00L.mcc001. 3gppnetwork.org -
8.DNS response:

IP address N





image2.emf
Initiating

SEPP

Responding

SEPP

9. Client Hello

     Cipher Suites, Server name =  responding SEPP FQDN

10a. Server Hello    

     Cipher suite

10b. Certificate

10c. Server Key Exchange

10d. Certificate Request

     Distinguished Names

10e.Server Hello Done

11a. Certificate

11b. Client Key Exchange

11c. Certificate Verify

11d. Change Cipher Spec

11e. Encrypted Handshake Message

12a. Change Cipher Spec

12b. Encrypted Handshake Message

Leaf Certificate

Issuer : SubCA

CN = Responding SEPP FQDN

SAN = Responding SEPP FQDN

SAN = other FQDN (PLMNID)

Leaf Certificate

Issuer : SubCA

CN = Initiating SEPP FQDN

SAN = Initiating SEPP FQDN

SAN = other FQDN (PLMNID)


image3.emf
Initiating

SEPP

Responding

SEPP

13. exchange-capability (SecNegotiateReqData : 

Sender (M)

Supported security capabilities (TLS) (M)

PLMN Ids, SenderN32fFqdn, SenderN32fport, (3gpp-Sbi-Target-apiRoot support, purpose))

14. exchange-capability (SecNegotiateRspData :

Sender (M)

Selected security capabilities (TLS) (M)

PLMN Ids, SenderN32fFqdn, SenderN32fport, (3gpp-Sbi-Target-apiRoot support, purpose))

15. TLS connection tear down


image4.emf
Initiating

SEPP

Responding

SEPP

17. TLS connection setup N32-f

18a. HTTP/2 request

18b. HTTP/2 response

21a. HTTP/2 request

21b. HTTP/2 response

20. TLS connection setup N32-f

Random Source 

Port

Fixed Destination 

port

Random Source 

Port

Fixed Destination 

port

16. DNS resolution of SenderN32fFqdn 

19. Dynamic DNS discovery 

DNS

DNS


image5.emf
22. TLS connection setup N32-c

23a. exchange-capability (SecNegotiateReqData = None)

23b. Response

24. TLS connection tear down

Initiating

SEPP

Responding

SEPP


image6.emf









image7.emf









