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Decision/action requested

This pCR proposes to update the Tenet Evaluation Summary in TR 33.894
2
References

[1]
3GPP TR 33.894, ‘Study on applicability of the Zero Trust Security principles in mobile networks’, Release 18.
[2]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
3
Rationale

This pCR proposes to update the Tenet Evaluation Summary table to include the tenet description, any current support mechanisms, and, if needed, additional work to identify 5G Core network security scenarios where Zero Trust principles may benefit and be applied as related to Tenets 1, 2, 3, 5, 6, and 7. 
4
Detailed proposal

****Start of Change ****

5.2
 Security Mechanism Evaluation summary 

Based on the evaluation of the current security mechanisms with respect to the zero trust security tenets in the context of the 5GC discussed in Clause 5.1, a summary is presented in the following Table 5.2-1. Table 5.2-1 contains excerpts from the evaluation details in Clause 5.1. For detail content refer to Clause 5.1.
Table 5.2-1: Overall Tenet Evaluation Summary

	Tenet No.
	Short description
	Relevant security mechanism(s)
	Evaluation

	1
	Tenet 1 provides a definition for what is to be considered a resource. In the context of the 5G Core, any NF and their services are considered resources.
	This is not applicable for Tenet 1 as it is a definition for a resource.
	No additional study is needed

	2
	Tenet 2 describes how trust is not implicit and cannot be granted automatically based on location, therefore in a ZTA all communications for the 5G Core network should be done in the most secure manner possible.
	The 5G Core security standards provide two means to protect communications in and with the 5G Core. On the network layer, there is the NDS/IP framework, relying on IPsec, specified in TS 33.210 [2]. On the transport layer there is TLS for which the profile is also in TS 33.210 [2].
	No additional study is needed.

	3
	Tenet 3 is the principle that resources are granted on a per-session basis thus authorization and authentication mechanisms are to be used to gain access to resources.
	In the 5G Core context, a session can be equated to a TLS session that uses certificates to provide mutual authentication. In addition, the 5G Core network provides granularity on a per session basis via the OAuth 2.0 mechanism.
	No additional study is needed.

	4
	Tenet 4 is the principle that access to resources is determined by dynamic policy—including the observable state of client identity, application/service, and the requesting asset—and may include other behavioural and environmental attributes. In the context of the 5GC, one can evaluate this tenet from the perspective of NFs being clients when acting as service consumers.
	The dynamic authorization mechanism based on OAuth2.0 specified in clause 13.4 of TS 33.501 [4]. But the existing access control decisions do not consider the factors e.g., related to behavioural aspects/reported attack.

	Should there be any useful information collected from NFs for access authorization purposes, the same information would be also equally relevant in a security monitoring context. 
The current security standards do not take into account the use of "behavioral attributes" as input to the access authorization process so far and do not provide any mechanisms for the definition and the collection of such attributes for NFs.

	5
	Tenet 5 states that the enterprise monitors and measures the integrity and security posture of all owned associated assets as it pertains to operational security and evaluation of the asset’s security posture during evaluation of resource request. In the 5G Core network, data can be collected from NFs and used to perform threat assessment as part of continuous security monitoring and trust evaluation.
	The mechanisms specified in TS 23.288 [6] pertaining to data collection from NFs, e.g., clause 6.2.2 and analytics, e.g., clause 6.3 to 6.7.

There is currently no explicit standardized security monitoring within NWDAF or in other NF.

Operational security is proprietary, and it is expected proper security practices and guidelines are followed during deployment and operations to monitor and measure security posture. 

	Development of standard solutions for operational security are not needed.
It is worth investigating whether there is any additional information that could be exposed by the 5G Core NFs for monitoring purposes.
In the event that this study determines that strengthening of the external to 3GPP security monitoring is needed, with not yet specified data collection, this information needs to be well defined and explicitly specified to allow 5G Core NFs to expose additional information for monitoring.


	6
	Tenet 6 states resource authentication and resource authorization are dynamic and strictly enforced before access is allowed. In the 5G Core context, this can be evaluated from the perspective of NF consumer and therefore every request and the resource must have its security posture evaluated before access is granted (e.g., in the form of a PEP/PDP).
	In the 5G Core context, a TLS session can be used to provide mutual authentication and OAuth2.0 token can be used to provide authorization.
The currently standardized access control related security mechanisms support authentication and authorization for network service access based on identity and credentials. 

However, they do not consider security monitoring related information (e.g., threat assessments, security posture etc.,) or any other aspect that is highly dependent on the deployment. 
	
Can investigate whether there is any additional information that could be exposed for security monitoring purposes and how such information is used for access control decisions e.g., authorization.

 

	7
	Tenet 7 provides a directive to the network operators to facilitate security-related data collection, data processing, and to provide insights to improve the security posture within the 5G Core network.
	There are currently no standard procedures for data collection to improve overall 5G core network security posture.
	

The tenet reuses 
principles and mechanisms that are covered in detail in other tenets such as tenet 5 and 6. This tenet provides some additional clarifications on what kind of data can be collected (i.e., related to tenet 5). Consequently, any provisions for such tenets would constitute the building blocks for tenet 7. The data collection related to abnormal behaviour from NFs and related security analysis outcome considerations can help to apply more fine grained security policies in 5GC.


****End of Change****
�Copied the actual text discussed and agreed for tenet 7 closure in 4204-r1.





