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1	Overall description
SAGE is pleased to announce that the design of the 256-bit version of the 128-bit MILENAGE algorithm set [1] is now completed.  Like the predecessor, MILENAGE-256 is a framework based on a (replaceable) cryptographic kernel, and some operator-selectable customization options. 
On the framework level, some simplifications have been made compared to [1]. These make the operator-specific customizations much easier to perform without risk of introducing vulnerabilities. Additionally, as requested by SA3 in [2] (and prior LS:es), SAGE also designed a special version of the f5* (AK-generation) function, mitigating some traceability threats described in [3]. This function is denoted f5**.
SAGE provides two instantiations of the cryptographic kernel, leading to two variations of MILENAGE-256 as follows:
· MILENAGE-256-R, based on the Rijndael block cipher with 256-bit key- and block-size.
· MILENAGE-256-A, based on the AES block cipher with 256-bit key-size (and standard 128-bit block-size).
MILENAGE-256-R is conceptually a "scaled-up" version of [1], where Rijndael-256-256 acts a drop-in replacement for AES-128. Thus (omitting OPc calculation), the design computationally uses one initial Rijndael-invocation, followed by one more invocation per f-function. In other words, computing the five functions f1, f2, …, f5 is done using a total of six Rijndael-calls. 
The MILENAGE-256-A design was added mainly to meet SA3 requirements on the possibility to re-use an existing AES implementation. (This request was most recently expressed in [1]). To simultaneously meet the demanding requirements on an overall 256-bit security level, while relying on a 128-bit output-size primitive, the cryptographic kernel by necessity gets somewhat more complex. Specifically, for each Rijndael-invocation in the R-variant, four invocations of the AES-core are used in the A-variant. From this follows that computing f1, f2, …, f5, requires 24 AES-computations.  From the performance figures that SAGE received in communication with USIM-vendors, both variations are executable well within the maximum allowed latency to deliver the AKA-outputs.
Both variants are also accompanied by formal security proofs, showing indistiguishability from a random function. Quantitatively, the security bounds established allows an attacker to make close to 2128 chosen queries to a black-box implementation of MILENAGE-256. A noteworthy improvement is that the MAC-functions (f1/f1*) are now also included in this proof. 
The MILENAGE-256 documentation will consists of four documents: a general framework overview, a low-level technical specification (including details on the kernels), a document with test-vectors (which have been verified by two independent implementations), and finally, a design and evaluation report. All four documents will be handed over to the ETSI secretariat for handling and further distribution.  
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2	Actions
To SA3 
ACTION: 	ETSI TC SAGE kindly requests SA3 to take the information provided above into account.


