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1
Decision/action requested

It is proposed to approve the changes to the draftCR [3] to TS 33.122 on RNAA.
2
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Rationale

OAuth 2.0 supports two kinds of API invoker (i.e. confidential client and public client). According to IETF RFC 6749 [1], the definitions of these client types are given as follows.

Confidential clients capable of maintaining the confidentiality of their credentials (e.g., client implemented on a secure server with restricted access to the client credentials), or capable of secure client authentication using other means.

Public Clients incapable of maintaining the confidentiality of their credentials (e.g., clients executing on the device used by the resource owner, such as an installed native application or a web browser-based application), and incapable of secure client authentication via any other means.

Since the public client cannot maintain the the confidentiality of their credentials, the CCF should not choose the Authorization code grant and client credentials grant for the public client. And the CCF should choose the Authorization code grant with the PKCE for the public client.
Moreover, in this contribution, to enble CCF to choose security method for the API invoker based on the client type, API invoker should registers its client type to the authorization server (i.e. CCF) as described in clause 2 of IETF RFC 6749 [1]. The API invoker can do the registration via the onboarding procedure defined in TS 33.122 [2].
4
Detailed proposal

***************Start of the 1st Change ****************
6.5.Y2e.1
General 

The authorization for RNAA shall use token based authorization using oauth2 framework. The API invoker has the role of the OAuth client. The CCF has the role of the OAuth authorization server. The AEF has the role of the resource server. 
In RNAA scenarios, Authorization code with the PKCE flow, Authorization code grant flow, and client credentials flow are supported. 
The CCF shall be able to indicate the selected authorization method (e.g., authorization code with the PKCE flow, authorization code grant flow, and client credentials flow) to the API invoker via the procedure defined in clause 6.3.1.2. 

The CCF shall choose the Authorization code grant with the PKCE for the API invoker that is of public client type.

The access tokens used for RNAA can contain the resource owner identity claim and other claims. Within the token, GPSI is used as identifier. To avoid privacy issues, GPSI needs to be different from MSISDN, SUPI etc. AEF should do the authorization check to the API invocation request containing the token against the claims including the resource owner identity. As the claim in the token includes resource owner identity, there is no need for additional UE authentication in API invocation. Moreover, the token should be able to restrict the API invoker to a specific resource (e.g., location, QoS, PDN connectivity status). For Oauth flows involving redirection, authentication between CCF/AUF and UE should be performed after API Invoker redirects the UE to CCF/AUF. Based on the operator's policy, mutual authentication between resource owner and CCF/AUF can be performed. The authentication method is up to operator policy (e.g. an already deployed mechanism, or AKMA, or GBA).

In case of an external AF (i.e., not the application on the UE) as API invoker, for mutual authentication of API invoker AF and API exposing function, TS 33.122 [5] is reused.
***************Start of the 2nd Change ****************
6.1
Security procedures for API invoker onboarding

The API invoker and the CAPIF core function shall follow the procedure in this subclause to secure and authenticate the onboarding of the API invoker to the CAPIF core function. The API invoker and the CAPIF core function shall establish a secure session using TLS. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E. 
With a secure session established, the API Invoker sends an Onboard API Invoker Request message to the CAPIF core function. The Onboard API Invoker Request message carries an onboard credential obtained during pre-provisioning of the onboard enrolment information, which may be an OAuth 2.0 [4] access token. When the OAuth 2.0 token based mechanism is used as the onboarding credential, the access token shall be encoded as JSON web token as specified in IETF RFC 7519 [6], shall include the JSON web signature as specified in IETF RFC 7515 [7], and shall be validated per OAuth 2.0 [4], IETF RFC 7519 [6] and IETF RFC 7515 [7]. Other credentials may also be used (e.g. message digest). 

Figure 6.1-1 details the security information flow for the API invoker onboarding procedure. The OAuth 2.0 token based authentication credential is shown in this example.


[image: image1.emf]API invoker

CAPIF core function

API provider domain

4. Verify OAuth 

access token, 

generate API invoker 

Profile.

5. Onboard API Invoker Response

[API Invoker ID, API Invoker Certificate, (service API authentication and Authorization 

information), (Onboard_Secret)]

1. Onboarding enrollment information

[CCF(Address,Root CA Certifcate),

 OAuth 2.0 Access token]


Figure 6.1-1: Security procedure for API invoker onboarding 

1.
As a prerequisite to the onboarding procedure, the API invoker obtains onboarding enrolment information from the API provider domain. The onboarding enrolment information is used to authenticate and establish a secure TLS communication with the CAPIF core function during the onboarding process. The enrolment information includes details of the CAPIF core function (Address, and Root CA certificate) and includes an onboarding credential (the OAuth 2.0 [4] access token). 

NOTE 1:
The procedure used to obtain the enrolment information by the API invoker is out of scope of the present document. 

2.
The API invoker and CAPIF core function shall establish a secure session based on TLS (Server side certificate authentication). The API invoker shall use the enrolment information obtained in step 1 to establish the TLS session with the CAPIF core function.

3.
After successful establishment of the TLS session, the API invoker shall send an Onboard API invoker request message to the CAPIF core function along with the enrolment credential (OAuth 2.0 [4] access token). The API invoker generates the key pair {Private Key, Public key} and provides the public key along with the Onboard API invoker request. The API invoker also send its client type (e.g. public client, confidential client) to the CAPIF core function.
4.
The CAPIF core function shall validate the enrolment credential (OAuth 2.0 [4] access token). If validation of the credential (the OAuth 2.0 [4] access token in this example) is successful, the CAPIF core function shall generate an API invoker's profile as specified in TS 23.222 [3] which may contain the selected method for AEF authentication and authorization between the API Invoker and the AEF (see subclause 6.5.2). The CAPIF core function may generate API invoker's certificate on its own, for the assigned API invoker identity and public key. This certificate shall be used by the API invoker for subsequent authentication procedures with the CAPIF core function and may be used for establishing a secure connection and authentication with the API Exposing Function. The CAPIF core function may optionally generate an Onboard_Secret if the subscribed Service API uses Method 3 (as specified in clause 6.5.2.3 of the present document) for CAPIF-2e security. The Onboard_Secret value remains the same during the lifetime of the onboarding, and shall be bound to the CAPIF core function specific API Invoker ID. The CAPIF core function creates the mapping between the assigned API invoker ID and the client type.
NOTE 2:
When API invoker's client certificate is issued by the third party, then in Step 3 the API invoker can additionally include the certificate in Onboard API Invoker request message. If the CAPIF core function trusts the issuer of the API invoker's client certificate, then the CAPIF Core Function includes the provided certificate in the API invoker's profile, in step 4. It is up to the CAPIF domain policy to accept the client certificates issued by third party.

5.
The CAPIF core function shall respond with an Onboard API invoker response message. The response shall include the CAPIF core function assigned API invoker ID, AEF Authentication and authorization information (if generated in step 4), API invoker's certificate and the API invoker Onboard_Secret (if generated by the CAPIF core function).
***************Start of the 3rd Change ****************
6.3.1.2
Security method negotiation
The API invoker and the CAPIF core function shall negotiate a security method that shall be used by the API invoker and the API exposing function for CAPIF-2e interface authentication and protection. After successful mutual authentication on CAPIF-1e interface, based on the API invoker's subscribed service APIs, access scenarios (whether the API invoker access the AEF prior to service API invocation or upon the service API invocation) and AEF capabilities, the CAPIF core function shall choose the security method and sends the chosen security methods along with the information required for authentication of the API invoker at the AEF to the API invoker. The information may include the validity time of the CAPIF-2e credentials. This is depicted in figure 6.3.1-1.

Pre-conditions:
1.
The API invoker is onboarded with the CAPIF core function.
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Figure 6.3.1-1: Selection of security method to be used in CAPIF-2/2e reference point

1.
Mutual authentication based on client and server certificates shall be established using TLS between the API invoker and the CAPIF core function. The client certificate that was provided to the API invoker as the result of successful onboarding is used based on the description in subclause 6.1 of the present document.

2.
The API invoker may send CAPIF-2/2e security capability information to the CAPIF core function in the Security Method Request message, indicating the list of security methods that the API invoker supports over CAPIF-2/2e reference point for each AEF.

3.
The CAPIF core function shall select a security method to be used over CAPIF-2/2e reference point for each requested AEF, taking into account the client type of the API invoker, information from the API invoker in step 2, access scenarios and AEF capabilities. And the CCF shall choose the Authorization code grant with the PKCE for the public client.
4.
The CAPIF core function shall send Security Method Response message to the API invoker, indicating the selected security method (e.g., Authorization code with the PKCE flow, Authorization code flow, and client credentials flow) for each AEF, any security information related to the security method. The API invoker shall use this method in the subsequent communication establishment with the API exposing function over CAPIF-2/2e reference point, as described in subclause 6.5 of the present document.

***************End of the Changes ****************
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