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1
Decision/action requested

It is proposed to approve the changes to the draftCR [2] to TS 33.122 on RNAA.
2
References

[1]
3GPP TR 33.884 v18.0.1 "Study on security of application enablement aspects for subscriber-aware northbound API access"
[2]
S3-233426 draft CR on resource owner aware northbound acces to APIs
3
Rationale

In RNAA scenarios, AEF should be informed to invalid a specific API invoker to access the resource of a particular resource owner according to TR 33.884 [1].
This contribution addresses the API invoker revocation issue in RNAA scenarios. 
4
Detailed proposal

***************Start of the Change ****************
6.5.Y2e.n
Revocation 
API Exposing Function needs to be informed about revocation if this is necessary to ensure correct handling of revocation.
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Figure 6.5.Y2e.n-1 Procedure for revoking API invoker authorization initiated by CAPIF core function
As described in figure 6.5.Y2e.n-1, the CCF shall inform API exposing function to revoke the token via the procedure defined in clause 8.23.4 of TS 23.222 [3] with the following modifications.

· In step 2, the revoke API invoker authorization request shall include the resource owner identifier (e.g. GPSI), the API invoker identifier (e.g. GPSI, application function identity, application layer id), the target resource identifier (e.g. location, QoS), and the target service API information.
· In step 3, the AEF shall invalidate the API invoker authorization based on the revocation request in step 2.


***************End of the Change ****************
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