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Decision/action requested

It is proposed to approve the pCR to the TR 33.739 v0.8.0. 
2
References
[1]
3GPP TR 33.739 v0.8.0: "Study on Security Enhancement of Support for Edge Computing — Phase 2"
3
Rationale

Since the WLAN access network can connect to multiple SNPNs, to obtain the shared key from the credential holder, the UE should indicate the decorated NAI to the WLAN access network and enable the WLAN access network to select the target SNPN and then route the authentication message to the AUSF in the target credential holder.

In other words, UE should send decorated NAI containing SNPN realm information and credential realm information to the WLAN access network.

This contribution adds evaluation to sol #32 in TR 33.739 [1].
4
Detailed proposal

***************Start of the Change ****************
6.32.3
Solution evaluation

The benefits of this solution are given as follows.

This solution enables the EES to detect the IP address spoofing attack via the BSF.

Since the EES needs to leverage IP address of UE to obtain AF-specific ID via the BSF, the solution can be part of the existing AF-specific ID retrieving procedure.

This solution has impacts on the UE/EEC, EES, NEF, and BSF.

The UE/EEC and BSF need to generate verification information based on the IP address and SUPI of the UE.

The BSF needs to compare the network-side verification information to the one provided by the UE/EEC.

The BSF needs to send error message to the EES via the NEF if the verification failed.

The EES/NEF needs to transmit the verification message.
***************End of the Change ****************
