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1
Decision/action requested

SA3 is kindly asked to approve the proposed security procedure for SLPP signalling broadcast/groupcast without involving the network in TS 33.533.
2
References

[1]
TS 33.533 v0.1.0

Security aspects of ranging based services and sidelink positioning
3
Rationale

This pCR proposes to add in TS 33.533 [1] the security procedure for SLPP signalling groupcast/broadcast without invoving the network, as well as the KDF for deriving SLPGK from long-term credential.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.4.x.y
Procedure for SLPP signalling broadcast/groupcast without network assistance
For SLPP signalling broadcast/groupcast without network assistance, it is assumed that long-term credentials are preconfigured on the UE by the application and used as the root of security for SLPP signalling broadcast/groupcast. 
NOTE x:
The long-term credentials may either be associated with specific Ranging/SL positioning applications, or associated with specific Ranging/SL positioning groups.
Without relying on network assistance, the UE shall derive SLPGK from the long-term credential as specified in A.y. The service ID or Group ID is preconfigured on the UE. For each generated SLPGK, the sending UE shall allocate an associated SLPGK ID. 
With the derived SLPGK, the sending UE and receiving UE further derive SLPTK, SLPIK and SLPEK as described at steps #5 and #13 in the procedure with network assistance specified in clause 6.4.a.b.c. The confidentiality and integrity algorithms used for protecting SLPP signalling broadcast/groupcast are pre-configured on the UE by the application together with the long-term credentials.
With the derived broadcast/groupcast keys, the protection and verification of SLPP broadcast/groupcast messages refer to the details in the procedure with network assistance described in clause 6.4.a.b.c.
Without relying on network assistance for key derivation and message protection, this procedure supports both in-coverage and out-of-coverage UEs. As the root keys (long-term credential) are operator network independent, this procedure supports inter-PLMN scenarios.
*************** Start of the 2nd Change ****************

Annex A (normative):
Key derivation functions

A.x
KDF interface and input parameter construction

A.x.1
General

This annex specifies the use of the Key Derivation Function (KDF) specified in TS 33.220 [x] for the current specification. This annex specifies how to construct the input string, S, and the input key KEY to the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [x].

A.x.2
FC value allocations

The FC number space used is allocated as per B.2.2 of TS 33.220 [x].

A.y
Calculation of SLPGK
When calculating SLPGK from the long-term credential, the following parameters shall be used to form the input S to the KDF specified in Annex B of TS 33.220 [x]:

-
FC = TBD
-
P0 = "SLPBG" referring to SLPP broadcast/groupcast
-
L0 = length of "SLPBG" (i.e. 0x00 0x05)

-
P1 = SLPGK ID
-
L1 = length of SLPGK ID (i.e. 0x00 0x02)
-
P2 = Service ID (for broadcast) or Group ID (for groupcast)
-
L2 = length of Service ID or Group ID (i.e. 0x00 0x03)
The input key to the KDF is the long-term credential of a specific Ranging/SL positioning application or SLPP groupcast group. For a long-term credential of length n bits, where n is more than 256, the long-term credential is truncated to keep the 256 least significant bits. For a long-term credential of length n bits, where n is less than 256, the most significant bits of long-term credential are filled with all zeros to form a 256-bit key.
*************** Start of the 3rd Change ****************
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