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1
Decision/action requested

SA3 is kindly asked to approve the proposed procedure of Client UE authorization for service exposure via 5GC user plane in TS 33.533.
2
References

[1]
S3-234081


33.533: Client UE Authorization for Service Exposure via PC5
[2]
TS 33.533 v0.1.0

Security aspects of ranging based services and sidelink positioning
[3]
TS 23.586 v18.0.0
Architectural Enhancements to support Ranging based services and Sidelink Positioning
3
Rationale

Based on the rationale in S3-234081 [1], this pCR proposes to add the authorization procedure for service exposure through 5GC user plane in TS 33.533 [2], by aligning it with the exposure procedure defined in clause 6.7.1.2.2 of TS 23.586 [3].
4
Detailed proposal

*************** Start of the 1st Change ****************

6.3.x.y
Authorization procedure for Ranging/SL positioning service exposure through 5GC user plane

For Ranging/SL Positioning service exposure to an SL Positioning Client UE through user plane of 5GC, authorization of the Client UE is performed during the procedure as defined in clause 6.7.1.2.2 of TS 23.586 [2].
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Figure 6.3.x.y-1: SL Positioning Client UE Authorization for Service Exposure through 5GC Control Plane

Steps #1~#3 refer to steps #1~#3 in clause 6.7.1.2.2 of TS 23.586 [2].
4.
Upon receiving the service exposure request from the SL Positioning Client UE, the NEF shall authorize the Client UE either based on the authorization information obtained from the CAPIF Core Function (CCF) as specified in clause 8.16 of TS 23.222 [x] or by verifying the authorization claims in an OAuth 2.0 token as specified in clause 6.1 of TS 33.122 [y] if provided by the Client UE.
Editor’s Note: whether the authorization mechanisms of API invoker on the UE defined for SNAPPY can be reused in this scenario is FFS.

5.
After successful authorization of the Client UE, the NEF invokes an Ngmlc_Location_ProvideLocation Request service operation towards the GMLC, as defined at step #4 in clause 6.7.1.2.2 of TS 23.586 [2]. The GMLC may also be triggered to resolve the application layer IDs to SUPIs for the Target/Reference UEs.
6.
The GMLC triggers the SL-MT-LR procedure as defined at step #5 in clause 6.7.1.2.2 of TS 23.586 [2]. During this procedure, the GMLC of the Client UE, after the ID resolution, triggers the GMLCs of the Target/Reference UEs respectively to invoke a Nudm_SDM_Get service operation towards the UDMs of Target/Reference UEs to get the UE LCS privacy profiles as defined in clause 6.3.3. 
Steps #7~#8 can refer to steps #6~#7 in clause 6.7.1.2.2 of TS 23.586 [2].

*************** Start of the 2nd Change ****************
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*************** End of the Changes ****************
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