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1
Decision/action requested

SA3 is kindly asked to approve the proposed common security requirements to be added in TS 33.533.
2
References

[1]
TS 33.533 v0.1.0

Security aspects of ranging based services and sidelink positioning
3
Rationale

This pCR proposes to add in TS 33.533 [1] the security requirements and procedures commonly applied to different features of Ranging/SL positioning services, including Ranging/SL positioning discovery, Ranging/SL positioning communication with unicast mode, broadcast mode and groupcast mode, etc.
4
Detailed proposal

*************** Start of the 1st Change ****************

5
Common security

5.x
General

This clause describes the security requirements and procedures commonly applied to different features of Ranging/SL positioning services, including Ranging/SL positioning discovery, Ranging/SL positioning communication with unicast mode, broadcast mode and groupcast mode, etc.

5.y
Security for PC8* interface

5.y.1
General

The security requirements on PC8* interface between the UE and SLPKMF are derived based on the definition of the SLPKMF described in clause 4.2.1.x and the definition of PC8* interface described in clause 4.2.2.
5.y.2
Security requirements

The 5G System shall support mutual authentication between the Ranging/SL capable UE and the SLPKMF.

The 5G System shall support integrity protection for the transmission between the Ranging/SL capable UE and the SLPKMF.
The 5G System shall support confidentiality protection for the transmission between the Ranging/SL capable UE and the SLPKMF.

The 5G System shall support anti-replay protection for the transmission between the Ranging/SL capable UE and the SLPKMF.

5.y.3
Security procedures for PC8* using GBA

When using GBA for the security procedures on PC8* interface, the use of either TLS v1.2 or TLS v. 1.3 as described in clause 5.3.3.2 of TS 33.303 [x] applies with the following changes:

-
The SLPKMF takes the role of ProSe function.

-
Confidentiality protection shall be enabled.

5.y.4
Security procedures for PC8* using AKMA

When using AKMA for the security procedures on PC8* interface, the specification in clause B.1.3.2 of TS 33.535 [y] applies with the following changes:

-
The SLPKMF takes the role of AF.

-
Confidentiality protection shall be enabled.

*************** Start of the 2nd Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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*************** End of the Changes ****************

