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Begin of Changes

[bookmark: _Toc19634949][bookmark: _Toc26876017][bookmark: _Toc35528785][bookmark: _Toc35533546][bookmark: _Toc45028928][bookmark: _Toc45274593][bookmark: _Toc45275180][bookmark: _Toc51168438][bookmark: _Toc137474404]Annex X (normative):
Application identification in the UE with URSP rules
[bookmark: _Toc19634950][bookmark: _Toc26876018][bookmark: _Toc35528786][bookmark: _Toc35533547][bookmark: _Toc45028929][bookmark: _Toc45274594][bookmark: _Toc45275181][bookmark: _Toc51168439][bookmark: _Toc137474405]X.1	General
The present Annex specifies the additional information to the application ID in the URSP rule that may be used to uniquely identify managed applications in the UE. The additional information is defined as a fingerprint of the publisher certificate which is embedded in the application package of a particular application. The UE may compute fingerprint, i.e. the hash of the embedded publisher certificate at the time of application installation in the UE. Since the application is signed with this certificate, the embedded certificate needs to fit to the application so that the UE can verify the signature of the application and installs the application. Therefore, the UE can detect whether the Application ID matches the correct publisher certificate by comparing the computed fingerprint with the genuine one, provisioned in the URSP rule for this particular application. 

X.2	Application Identification
As a precondition, the UE has installed an application with a specific application ID and the UE then may compute the fingerprint of the certificate of the publisher of that application, which is used to sign the application. The PCF may request or may get provisioned with the fingerprint of the publisher certificate for all the managed applications based on their application ID from an AF e.g. via NEF.


Figure X.2-1: URSP rule delivery procedure
1. The PCF may be provisioned with the application ID and the corresponding fingerprint of the certificate of the genuine publisher from an AF, e.g. via NEF. 
2. If the PCF sends an application specific URSP rule to the UE, then the PCF may include the certificate fingerprint in the URPS rule delivery message. 
3. If the installed application in the UE wants to send data, the UE may determine whether the application ID and, if available, the publisher certificate fingerprint of the installed application matches with the ones included in the URSP rule. If the match is successful, the UE shall apply the URSP rule accordingly. 
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