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1	Decision/action requested
This pCR proposes to add a key issue in TR 33.894
2	References
[1]	3GPP TR 33.894, ‘Study on applicability of the Zero Trust Security principles in mobile networks’, Release 18.
3	Rationale
This contribution raises the key issue of dynamic access control, which can adjust access policies to suit changing environment. Continuous security monitoring helps to understand the security posture (including the security state of NFs), and dynamic access control based on the security posture forms the complete security protection capability.
4	Detailed proposal
It is proposed to approve the following changes for inclusion in TR 33.894
*****Start of Change 1*****	
6.X Key Issue #X Need for dynamic access control
6.X.1 Key issue details
For entities in 5GC, authentication is required to prove true identity when requesting access. However, it is worth noting whether the NF whose identity has been verified has subjective malice, in addition, whether NF’s permissions should be supported when relevant security factors change. Obviously, it is not rigorous for NF producers to give NF consumers excessive trust , but strict authentication for insensitive resource will reduce efficiency.
The solution to this problem is to apply access-control permissions and restrictions, which is the advantage of dynamic access control. Dynamic policy of dynamic access control is a set of access rules related to the acceptable level of risk and business process, it can be used to determine access to services of NF and be adjusted automatically as needed. When a specific business needs to request access, dynamic policy can be modified according to the following factors:
- Device characteristics, including software(services of NF producers) versions installed, network location, and installed credentials.
- Environmental factors, including whether the access link is subverted or attacked, secure state of NF producers and consumers, state of business related to NF producers and consumers, information about newly discovered attacks or vulnerabilities.
- Behavioral attributes, including the degree of access behaviors that deviate from normal patterns, whether NF consumers' access behaviors exceed their own permissions.
6.X.2 Security threats
Without dynamic access control, access control policy may become rigid and inefficient. Once an NF consumer acts suspiciously, it’s permission cannot be immediately modified or even revoked. Before causing greater damage, NF producers are still providing services, so attackers still have the opportunity to steal data and resources.

6.X.3 Potential Security requirements
In view of the ever-changing internal and external security factors, the 5G system should implement dynamic access control scheme according to the security posture to apply access-control permissions and restrictions.
*****End of Change 1*****

