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*** BEGIN of 1st CHANGE ***
[bookmark: _Toc19634747][bookmark: _Toc26875807][bookmark: _Toc35528558][bookmark: _Toc35533319][bookmark: _Toc45028662][bookmark: _Toc45274327][bookmark: _Toc45274914][bookmark: _Toc51168171][bookmark: _Toc137558936][bookmark: _GoBack]6.10.2.1a	Procedure for selective SCG activation 
When the MN configures the UE with several conditional reconfigurations for selective SCG activation, the conditional reconfiguration for each SN shall contain the multiple SN Counter values. UE should inform the MN of the UE's capability on selective SCG activation (e.g., registration request message or AS SMC, etc.) If the UE changes SN after executing one of these conditional reconfigurations, the UE derives KSN using the KgNB together with an unsued SN Counter value and sends the SN Counter value to the MN. MN computes and delivers the KSN to the SN.
The procedures for selective SCG activation follows the steps outlined on the Figure 6.10.2.1a-1.


Figure 6.10.2.1a-1. Security aspects in selective SCG activation
1.	The UE and the MN establish the RRC connection. The UE shall inform the MN of the UE's capability on the selective SCG activation (e.g. using AS SMC or registration request, etc.).
2.	The MN sends SN Addition Request to the SNs over the Xn-C to negotiate the available resources, configuration, and algorithms at the SNs. The UE security capabilities (see subclause 6.10.4) and the UP security policy received from the SMF shall also be sent to SN. In case of PDU split, UP integrity protection and ciphering activation decision from MN may be also included as described in subclause 6.10.4.
3.	The SNs allocate the necessary resources and choose the ciphering algorithm and integrity algorithm which has the highest priority from their configured list and is also present in the UE security capability. The SN shall activate the UP security policy as described in subclause 6.10.4.
4.	The SNs send SN Addition Acknowledge to the MN indicating availability of requested resources and the identifiers for the selected algorithm(s) for the requested DRBs and/or SRB for the UE. The UP integrity protection and encryption indications shall be sent to the MN.
5.	The MN sends the RRC Connection Reconfiguration Request containing the configurations for each SN to the UE. The configurations for each SN shall include multiple SN counter values, the algorithm identifier(s) (received from the SN in step 4), and UP integrity protection and encryption indications (received from the SN in step 4).
6.	The UE accepts the RRC Connection Reconfiguration Request after validating its integrity.
7.  The UE selects the target SN after evaluation. The UE shall compute the KSN for the SN using an unused SN Counter which is one of the SN Counter values for the target SN received in step 5. The UE shall also compute the needed RRC and UP keys and activate the RRC and UP protection as per the indications received for the associated SRB and/or DRBs respectively.
8.  The UE sends the RRC Reconfiguration Complete with the used SN Counter, to the MN.
9.  The MN derives KSN using the received SN Counter and sends SN Reconfiguration Complete with the KSN, to the target SN over the Xn-C to inform the target SN of the configuration result. 
10. The target SN may activate the chosen encryption/decryption and integrity protection with UE. If SN does not activate encryption/decryption and integrity protection with the UE at this stage, SN shall activate encryption/decryption and integrity protection upon receiving the Random Access request from the UE. UE can perform step 7-10 with other potential SNs (including the target SN) repeatedly, without reconfiguration by the MN.
*** BEGIN of 2nd CHANGE ***
[bookmark: _Toc19634753][bookmark: _Toc26875813][bookmark: _Toc35528564][bookmark: _Toc35533325][bookmark: _Toc45028668][bookmark: _Toc45274333][bookmark: _Toc45274920][bookmark: _Toc51168177][bookmark: _Toc137558942]6.10.3	Establishing the security context between the UE and SN
[bookmark: _Toc19634754][bookmark: _Toc26875814][bookmark: _Toc35528565][bookmark: _Toc35533326][bookmark: _Toc45028669][bookmark: _Toc45274334][bookmark: _Toc45274921][bookmark: _Toc51168178][bookmark: _Toc137558943]6.10.3.1	SN Counter maintenance
The MN shall maintain a 16-bit counter, SN Counter, in its AS security context. The SN Counter is used when computing the KSN. If MN sends the multiple SN Counter values to the UE as described in clause 6.10.2.1a, MN shall maintain only the largest SN Counter value among them.
The MN maintains the value of the counter SN Counter for a duration of the current 5G AS security context between UE and MN. The UE does not need to maintain the SN Counter after it has computed the KSN since the MN provides the UE with the current SN Counter value when the UE needs to compute a new KSN.
The SN Counter is a fresh input to KSN derivation. That is, the UE assumes that the MN provides a fresh SN Counter each time and does not need to verify the freshness of the SN Counter.
NOTE: An attacker cannot, over the air modify the SN Counter and force re-use of the same SN Counter. The reason for this is that the SN Counter is delivered over the RRC connection between the MN and the UE, and this connection is both integrity protected and protected from replay. 
The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 
If the MN decides to release the offloaded connections to the SN and later decides to re-start the offloading to the same SN, the SN Counter value shall keep increasing, thus keeping the computed KSN fresh.
The MN shall refresh the root key of the 5G AS security context associated with the SN Counter before the SN Counter wraps around. Refreshing the root key is done using intra cell handover as described in subclause 6.7.3.3 of the present document. When the root key is refreshed, the SN Counter is reset to '0' as defined above.
*** END of CHANGE ***
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