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**** Start of Changes****
[bookmark: _Toc122346139]6.5	Authentication and authorization in EES capability exposure
According to clause 8.7.3 of TS 23.558 [5], the EES may re-expose the network capabilities of the 3GPP core network to the EAS(s) as per the CAPIF architecture specified in TS 23.222 [6]. If the CAPIF architecture is used, the CAPIF functional security model specified in TS 33.122 [7] shall be used for Authentication and authorization in EES capability exposure.
[bookmark: _GoBack]If CAPIF is not used, mutual authentication with TLS certificates using TLS shall be used. The TLS and certificates shall follow the profiles defined in TS 33.210 [2] and TS 33.310 [10], and the authorization is based on local authorization policy at the EES. 
The EES exposes UE Identifier API to the EAS and EEC in order to provide an identifier uniquely identifying a UE as specified in TS 23.558 [5], clause 8.6.5. If it is the EAS invoking the Port Number and associated IP address is included in user information in UE Identifier API request. The IP address provided by the EEC is verified as described in figure 6.5-1.



Figure 6.5-1 EEC provided IP address verification
1. The UE/EEC invokes UE Identifier API exposed by the EES. The request includes the CN assigned private IP address of the UE and the access token. 
2. On receiving the UE Identifier API request, the EES verifies the access token and then invokes Nnef_UEId_Get service operation for translating the UE's Private IP address to its UE ID. EES includes the received IP Address in the request message.
3. The NEF invokes the Nudm_SDM_Get request and sends the corresponding SUPI in the request. 
4-5. In Nudm_SDM_Get response the UDM sends the AF specific UE identifier and UE IDs of the received SUPI. The NEF provides the AF specific UE Identifier and UE IDs to the EES in Nnef_UEId_Get response.
6. The EES then verifies whether the UE ID received in the access token from EEC and from the NEF are the same.
7. If the verification is successful, then the EES provides the AF specific UE Identifier to the EEC in UE Identifier. 

NOTE: Void

**** End of Changes****
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