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	*** Start of Change ***	
[bookmark: _Toc122346121][bookmark: _Toc75277367][bookmark: _Toc129956846]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
……
[skipped for clarity]
[20]	IETF RFC 9110: "HTTP Semantics".
[bookmark: _GoBack]
[xx]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[yy]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

	*** 2nd Change ***	
Annex X (informative): 
Authentication and authorization between EEC and ECS/EES
[bookmark: _Toc129956847]X.1	General
This annex specifies the details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12]).

[bookmark: _Toc19634943][bookmark: _Toc26876011][bookmark: _Toc35528779][bookmark: _Toc35533540][bookmark: _Toc45028922][bookmark: _Toc45274587][bookmark: _Toc45275174][bookmark: _Toc51168432][bookmark: _Toc129956694]X.2	Security procedures
X.2.1	Certificate based mutual authentication between EEC and ECS/EES
TLS is used to provide integrity protection, replay protection and confidentiality protection for EDGE-4 and EDGE-1 interface. Certificate-based mutual authentication is performed between the EEC and the ECS using TLS, following RFC 8446 [xx] for TLS 1.3. After successfully establishing the secure session, for authorization procedure is followed as specified in clause 6.2 and 6.3 of this document.

X.2.2	AKMA based mutual authentication between EEC and ECS/EES


Figure x.2.2-1: Authentication and Authorization framework for EEC and ECS/EES
Following procedure is performed, if the EEC and ECS are willing to establish a TLS tunnel using PSK authentication with AKMA keys to secure the EDGE-4 interface.
Step 1: The UE performs the Primary authentication and key agreement procedures as specified in TS 33.501 [3]. Upon successful authentication, the UE and the AUSF derives the AKMA key as specified in TS 33.535 [11], if the UE is authorized for AKMA service. The AUSF provides the AKMA key to the AAnF as specified in TS 33.535 [11]. 
Step 2: The UE initiates the TLS session establishment procedure by sending the ClientHello message to the ECS and includes A-KID and other relevant parameters as part of Cryptographic Negotiation. 
Step 3: Upon receiving the ClientHello with A-KID, if the ECS supports AKMA, then the ECS retrieves the corresponding key KECS (KAF) of the UE from the AAnF (if ECS does not hold a valid KECS). The AAnF provides the derived key KAF, as specified in TS 33.535[6/11] to the ECS. KAF is used as KECS. 
Step 4: EEC establish the TLS session with the ECS, to secure the communication. TLS is used to provide integrity protection, replay protection and confidentiality protection for EDGE-4 interface. Mutual authentication is performed between the EEC and the ECS using TLS 1.3, based on pre-shared keys (KECS) as specified in the RFC 8446 [xx]. 
Step 5-6: After successful TLS establishment, the EEC initiates edge procedures (for example, service provisioning procedure) with the ECS securely. 
Step 7-11: The Steps from 2-6 are performed for authentication between the EEC and the EES. A pre-shared key KEES is used to establish secure TLS between EEC and EES.
Profiles of the shared key-based mutual authentication between UE and ECS/EES is specified in 3GPP TS 33.535 [11].


X.2.3	GBA based mutual authentication between EEC and ECS/EES


Figure x.2.3-1: Authentication and Authorization framework for EEC and ECS/EES
For authentication and authorization between EEC and EES over EDGE-1 interface, following procedure is performed, if the EEC and EES are willing to establish a TLS tunnel using PSK authentication with GBA keys.
Step 1: The UE performs bootstrapping procedure with BSF and is in possession of Ks and B-TID, as specified in TS 33.220 [yy].
Step 2: The UE initiates the TLS session establishment procedure by sending the ClientHello message to the ECS and includes B-TID and other relevant parameters as part of Cryptographic Negotiation. 
Step 3: Upon receiving the ClientHello with B-TID, if the ECS supports GBA, then the ECS retrieves the corresponding key KECS (Ks_NAF) of the UE from the BSF (if ECS does not hold a valid KECS). The BSF provides the derived key (Ks_NAF) to the ECS. Ks_NAF is used as KECS.
Step 4: EEC establish the TLS session with the ECS, to secure the communication. TLS is used to provide integrity protection, replay protection and confidentiality protection for EDGE-1 interface. Mutual authentication is performed between the EEC and the ECS using TLS 1.3, based on pre-shared keys (KECS) as specified in the RFC 8446 [xx]. 
Step 5-6: After successful TLS establishment, the EEC initiates edge procedures (for example, service provisioning procedure) with the ECS securely. 
Step 7-11: The Steps from 2-6 are performed for authentication between the EEC and the EES. A pre-shared key KEES is used to establish secure TLS between EEC and EES.
Profiles of the shared key-based mutual authentication between UE and ECS/EES is specified in 3GPP TS 33.535 [11].

*** End of Change ***
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