3GPP TSG-SA3 Meeting #112 	S3-233986
Goteborg, Sweden, 14 - 18 August 2023										(revision of S3-yyxxxx)

Source:	Ericsson
Title:	More clarification on authentication of EEC by EES
Document for:	Approval
Agenda Item:	4.20
1	Decision/action requested
It is proposed to approve the changes to the living document to TS 33.558.
2	References
[1]	S3-23XXXX: "Living CR of EDGE_Ph2 on TS 33.558"
3	Rationale
According to OAuth 2.0, client (EEC) authentication with the resource server (EES) is not mandatory. Thus having an access token could be enough for the EEC to consume services from the EES. This point is added in the NOTE in subclause 6.3.
4	Detailed proposal
It is proposed to implement the following changes into Living CR of EDGE_Ph2 on TS 33.558 [1].
*** Start of Change ***
6.3	Authentication and authorization between EEC and EES
Authentication between EEC and EES shall be done during the execution of the TLS handshake protocol. Server side certificate-based TLS authentication shall be supported. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. 
NOTE:	If only Server side certificate-based TLS authentication is performed, it is left to implementation on which information within a service procedure and services will be provided by the EES. When only Server side certificate-based TLS authentication is performed and there is a valid OAuth 2.0 access token received from the EEC, the EES implementation can provide services indicated in the token scope.
If the GPSI is required, the EES shall retrieve the GPSI from the core network no matter whether the EEC sends the GPSI to the ECS.  
NOTE: If the EES identifies a mismatch between the GPSI received from the EEC and the GPSI received from the network, the decision and action to be taken by the EES for such mismatch cases are left to implementation.
For authorization of EEC by the EES, the EEC shall send the OAuth 2.0 [15] access token, if received from the ECS, to the EES. The token profile is specified in clause 6.2 of the present document. If the EES requires access token for authorization, then the EES shall authorize the EEC by using the token. Otherwise, the EES shall authorize the EEC by its local authorization policy.
After successful authentication and authorization, the EES shall process the request and sends the service response back to the EEC.
*** End of Change ***

