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1	Decision/action requested
It is proposed to approve the changes to the living document to TS 33.558.
2	References
[1]	S3-23XXXX: "Living CR of EDGE_Ph2 on TS 33.558"
3	Rationale
It is proposed to update the living CR on TS 33.558 [1] to consider the edge node sharing security. More precisely, it is proposed to include the partner EES information in the response from the ECS to the EEC in a protected way so that the EEC will not be able to learn the EES information in the partner ECSP, and the EES in the leading ECSP will be able to verify the list.
4	Detailed proposal
It is proposed to implement the following changes into Living CR of EDGE_Ph2 on TS 33.558 [1].
*** Start of 1st Change ***
[bookmark: _Toc122346121]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[4]	Void
[5]	3GPP TS 23.558: "Architecture for enabling Edge Applications."
[6]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[7]	3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs"
[8]	Void
[9]	Void
[10]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[11]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[12]	3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[13]	Void
[14]	Void
[15]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[16]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[17]	IETF RFC 7519: "JSON Web Token (JWT)".
[18]	IETF RFC 7515: "JSON Web Signature (JWS)".
[19]	IETF RFC 9113: "HTTP/2".
[20]	IETF RFC 9110: "HTTP Semantics".
[XX]	IETF RFC 7516: "JSON Web Encryption (JWE)".


*** End of 1st Change ***


*** Start of 2nd Change ***
[bookmark: _Toc122346134]6.2	Authentication and authorization between EEC and ECS
The ECS shall be configured with the information of authorization methods (token-based authorization or local authorization) used by EESes.
Authentication between EEC and ECS shall be done during the execution of the TLS handshake protocol. Server side certificate-based TLS authentication shall be supported. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. 
NOTE:	If only Server side certificate-based TLS authentication is performed, it is left to implementation on which information within a service procedure and services will be provided by the ECS.
If the GPSI is required, the ECS shall retrieve the GPSI from the core network no matter whether the EEC sends the GPSI to the ECS.  
NOTE: If the ECS identifies a mismatch between the GPSI received from the EEC and the GPSI received from the network, the decision and action to be taken by the ECS for such mismatch cases are left to implementation.
After successful authentication, the ECS shall authorize the EEC by its local authorization policy.
After successful authentication and authorization, the ECS decides whether OAuth 2.0 [15] access tokens are required for the candidate EESes using the configuration information and issues separate EES access tokens to be used for each candidate EESes that use token-based authorization. The ECS, EEC and EES respectively assume the role of authorization server, client and resource server roles defined in [15]. "Client Credentials" grant type and bearer tokens [16] shall be used. JSON Web Token (JWT) as specified in IETF RFC 7519 [17] for encoding and the JSON signature profile as specified in IETF RFC 7515 [18] for protection of tokens shall be followed. This token profile also applies for clause 6.3 of the present document. The claims of the EES service tokens in the form of JWT [17] shall include the ECS FQDN (issuer), EEC ID (client_id), GPSI (subject), expected EES service name(s) (scope), EES FQDN (audience), expiration time (expiration). The ECS shall send the service response back to the EEC, which may include EES access token(s).
If the ECS executes the application information sharing between ECSPs procedure specified in clause 8.18.2 of TS 23.558 [5] for edge node sharing, for each candidate EES of leading ECSP the response may include a list of the endpoint information of EESes of the partner ECSP. This list shall be protected using JSON Web Encryption specified in RFC 7516 [XX]. The JWE Encrypted Key shall be produced using the public key of the EES of the leading ECSP.  
[bookmark: _Toc122346135]6.3	Authentication and authorization between EEC and EES
Authentication between EEC and EES shall be done during the execution of the TLS handshake protocol. Server side certificate-based TLS authentication shall be supported. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. 
NOTE:	If only Server side certificate-based TLS authentication is performed, it is left to implementation on which information within a service procedure and services will be provided by the EES.
If the GPSI is required, the EES shall retrieve the GPSI from the core network no matter whether the EEC sends the GPSI to the ECS.  
NOTE: If the EES identifies a mismatch between the GPSI received from the EEC and the GPSI received from the network, the decision and action to be taken by the EES for such mismatch cases are left to implementation.
For authorization of EEC by the EES, the EEC shall send the OAuth 2.0 [15] access token, if received from the ECS, to the EES. The token profile is specified in clause 6.2 of the present document. If the EES requires access token for authorization, then the EES shall authorize the EEC by using the token. Otherwise, the EES shall authorize the EEC by its local authorization policy.
After successful authentication and authorization, the EES shall process the request and sends the service response back to the EEC.
If the request received from the EEC includes a list of endpoint information of EESes of the partner ECSP, the EES shall verify and decrypt the list before using the list for application information sharing between ECSPs procedure specified in clause 8.18.2 of TS 23.558 [5] for edge node sharing. 

*** End of 2nd Change ***

