3GPP TSG-SA3 Meeting #112 
S3-233918
Goteborg, Sweden, 14 - 18 August 2023











(revision of S3-yyxxxx)
Source:
Ericsson
Title:
Discussion of the Verification of the serving network name by the AUSF
Document for:
Discussion
Agenda Item:
4.9.12
1
Decision/action requested

This discussion paper provides background information and motivation for the CR S3-233919 and its mirror S3-233920.
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Rationale

The 5G authentication procedure contains a mandatory check of the serving network name by the AUSF: "Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF shall check that the requesting SEAF in the serving network is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request by comparing the serving network name with the expected serving network name." (clause 6.1.2 of TS 33.501 [3]). This requirement is inherited from similar requirements in 4G: "NOTE 4: The HSS needs to ensure that the MME requesting the authentication data is entitled to use the SN id used to calculate KASME. The exact details of how to achieve this are not covered in this specification." (clause 6.1.2 of TS 33.401 [4]). The intention is to prevent charging related fraud and attacks, where a serving network pretends to be another serving network towards both the UE and the home network. 

The requirement in 5G has been present in TS 33.501 [3] since Rel-15. However, it was never clarified how exactly the AUSF would know the expected serving network name. At SA3#111 in Berlin (May 2023), S3-232886 [1] proposed to use the 3gpp-Sbi-Originating-Network-Id header specified in TS 29.500 [5]. There were several questions and arguments related to this proposal, and the CR was not pursued. This discussion paper intends to give further motivation and address some of the questions and arguments at SA3#111.
Argument 1: It may be enough to check that the serving network name in the Nausf_UEAuthentication_Authenticate Request belongs to a list of allowed serving network names.
Reply to Argument 1: This is a good check but not enough. It does not prevent that one less preferred or less trusted roaming partner pretends to be a more preferred or trusted roaming partner.

Argument 2: The SEPP can perform the check of the serving network name in the Nausf_UEAuthentication_Authenticate Request instead of the AUSF. 

Reply to Argument 2: Indeed, there are existing requirements in TS 33.501 [3] where the SEPP performs PLMN-ID checks by introspection of signalling messages. Clause 13.4.1.2.2 "In addition to the steps described in the non-roaming scenario in 13.4.1.1, the NF Service Producer shall verify that the PLMN-ID (or SNPN ID) contained in the API request is equal to the one inside the access token." Clause 4.9.3.2 "The SEPP shall implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs). NOTE 2: An example for such an anti-spoofing mechanism is the following: If there is a mismatch between different layers of the message or the destination address does not belong to the SEPP’s own PLMN (or SNPN), the message is discarded." However, there does not seem to be an existing requirement on the SEPP to perform this specific check. In principle, it would be technically possible for the SEPP to perform the check. However, authentication is in the remit of the AUSF. It would be cumbersome and less secure to rely on the SEPP to perform the check, instead of performing the check at the AUSF itself. On the SEPP's side, it is not clear why the SEPP should perform message introspection specifically for AUSF services.

With this argumentation, this discussion paper proposes that the check of the serving network name should be done at the AUSF by using the 3gpp-Sbi-Originating-Network-Id header specified in TS 29.500 [5]. The CR S3-233919 [2] submitted to this meeting is an update of the earlier S3-232886 [1]. It takes into account that the serving network name may not be a PLMN-ID or SNPN-ID but a fixed string, e.g. "5G:NSWO" (Annex S.3.2 of TS 33.501 [3]).
4
Detailed proposal

Agree on the companion CR S3-233919 [2].
