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1
Decision/action requested

This contribution provides a discussion on the handling of SoR/UPU Counter raised in the CT1 LS.
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3
Rationale

An LS from CT1 raises a scenario where the SoR/UPU counter stored in the NVM of the ME may not be associated with the KAUSF stored on the USIM (see [1] for details). In such a scenario, if the SoR/UPU counter value stored on the NVM happens to be higher than the counter value associated with this KAUSF on the network side, it may result in the ME ignoring the UPU/SoR message due to failure of the counter check for replay protection (as the counter value received in the message is lower than the stored value).
Though the occurrence of this scenario may not be that frequent, nevertheless this scenario could occur, resulting in UE wrongly classifying it a replay attack when in fact there is no such attack. The consequence is as follows:
· SoR case: UE not able to select a preferred visited network even when it is available and is desired by the home network, which may have impact on the roaming business of the concerned operator(s).
· UPU case: UE not able to receive the required configuration parameters which may result in UE not being able to get the associated service.
This issue is because there is no identification of the key (KAUSF) associated with the UPU/SoR context (e.g., Counter, SUPI) stored in the ME. Note that storing the key KAUSF along with UPU/SoR context on the NVM could solve this issue but is not recommended from security perspective and conflicts with the existing requirements in TS 33.501. 

This scenario can be detected and addressed by the ME if a key identifier is stored along with the UPU/SoR context in the NVM. Such a key identifier can be derived from KAUSF (e.g., in a similar manner to how A-TID is derived from KAUSF in AKMA). While the UE is powering up, as part of the USIM initialization process, the ME could calculate the key identifier from the KAUSF stored on the USIM and compare it with the key identifier stored in the NVM. If they are different, it implies that there is a key mismatch. Such a key mismatch can be resolved in one of the following ways by the UE:

1. Verify the integrity of the MAC-I in the received SoR/UPU message. If the MAC-I verification is successful, replace the old SoR/UPU counter stored on the ME with the received value in the SoR/UPU message along the new key identifier associated with the new KAUSF on the USIM. The received SoR/UPU message can then accepted and processed using existing procedures. 

2. Delete the SoR/UPU context stored in the NVM (along with the counters) along with invalidating all the 5G security context stored in the ME/USIM by setting the Key Set Identifier (KSI) part of the ngKSI in the to ‘111’, which will trigger the network to perform a fresh primary authentication as part of the registration. 
In option 1, there is a potential for a replay attack (e.g., KAUSF was replaced in another ME). Therefore, we prefer option 2 to address this scenario.
4
Detailed proposal

SA3 is kindly requested to consider the two options discussed in this contribution to resolve the issue raised in [1]. We also provide a companion CR (S3-233892) to TS 33.501 implementing the option 2.
