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1
Decision/action requested

This contribution provides a discussion on progressing the selective SCG work.
2
References
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LS from last meeting 
3
Rationale

SA3 took a decision at the last meeting to send multiple keys derived exactly as in legacy dual connectivity to the SgNB and the corresponding counter values to the UE so the UE can derive the same keys. The keys for a particular SgNB are then used in order. The changes to the legacy dual connectivity are given in the following flow (which assumes that the same messages are used which is still up for discussion in RAN2/RAN3).
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One issue that may need to be solved (probably need a RAN2 view on this) is whether these procedures sufficiently deal with possible error cases of the UE and SgNB using a different key (e.g. existing error handling can deal with these cases). If this is not enough then there are several possible methods that could help 

One possible example if for the MgNB could assign a counter for each SgNB could be used to keep a track of how many keys have been derived for that SgNB from the current KgNB. The latest value could further be provided to the UE and SgNB when either the new count values or keys are provided to them respectively.  This value could be sent from the UE to the SgNB in steps 6 and 7 to ensure the UE and SgNB are using the same key. It could also be used by the MgNB to know if new keys need to be created for a particular SgNB. 
4
Detailed proposal

It is proposed to take the above into account when discussing the companion draft CR (S3-233872) and the need for further communication with RAN2. 
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