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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the document: draftCR to TR 33.739.
2
References

NA
3
Rationale
This contribution proposes to modify EES/ECS FQDN to EES/ECS ID, and add ECSP ID in the token claims of Solution #27.
Solution #27 propose to authorize EES based on OAuth2 framework. Specifically, the token granted by the ECS includes EES1 FQDN, the EES2 FQDN, the ECS FQDN and optionally the EEC ID in the token claims. However, the proposal has two flaws: 
1. According to TS 23.558, the identifiers of EES, EEC, and ECS are unified as EES ID, EEC ID, and ECS ID. Therefore, we advise to modify the EES FQDN to EES ID, and ECS FQDN to ECS ID; 
2. the EES/ECS ID from different ECSPs might be the same. For example, Facebook and Google are two ECSPs, but their EES/ECS IDs might be the same. This will allow the EES/ECS from the ECSP to be masqueraded by another EES/ECS from another ECSP, whose EES IDs are the same. In order to solve this problem, we propose to add ECSP ID in the token claims.
4
Detailed proposal

Approve the changes below for inclusion in the living document: draftCR to TR 33.739.
**** Start of Changes****

6.27

Solution #27: Token-based solution for authorization between EESes
6.27.1
Solution overview

This solution addresses KI#2.6 on the authorization between EESes. 

6.27.2
Solution details

For the EDGE-9 interface between EESes, it is proposed to use the authorization token similar to the token-based solution for EEC authorization by the EES, specified in Clause 6.2 of TS 33.558 [4]. For token-based solution, OAuth 2.0 framework is used with client credentials grant type where the ECS assumes the role of authorization server. The token includes the EES1 ID, the EES2 ID, the ECS ID and optionally the EEC ID in the token claims.

For the case that the two EESes are registered to different ECSes, the following procedure similar to the procedure of multiple NRF deployment case defined in clause 13.4.1.1.3 of TS 33.501 [7] is applied. The EES1 sends its access token requests, including the token received from the EEC and the EES1 ID, to the ECS1 where it is registered as OAuth 2.0 client. The ECS1 authenticates the EES1 and can verify the input parameters in the access token request. If the ECS1 receives an access token request for an EES2 that is not registered at the ECS1, the ECS1 determines the ECS2 where the EES2 is registered and forwards the access token request to the ECS2. The EES2 verifies the access token received from the EES1. The token includes the EES1 ID, the EES2 ID, the ECS2 ID, the ECSP1 ID, the ECSP2 ID and optionally the EEC ID in the token claims.
6.27.3
Solution evaluation 

This solution addresses the requirements of KI#2.6 on the authorization between EESes. 

Since the ECS has the knowledge of source and target EES and also already assumes the role of authorization server for the token-based solution for EEC authorization by the EES, it can be stated that this solution re-uses existing mechanism.

Regarding the resource server role, since the EES implements the role of resource server for the EEC authorization case specified in clause 6.3 of TS 33.558 [4], there is no additional impact on the EES.

Regarding the client role, the EES needs to implement the client role functionality.

The solution also addresses the case that the two EESes are registered to different ECSes, by using a mechanism similar to the procedure defined in clause 13.4.1.1.3 of TS 33.501 [7].

Editor’s Note: Further evaluation is FFS.

**** End of Changes****



