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1
Decision/action requested

Approve the changes in clause 6.4.2 for inclusion in the living document: draftCR to TS 33.533.
2
References

N/A.
3
Rationale

It is proposed to add the security requirement for ranging/SL positioning groupcast and broadcast communication in clause 6.4.2 of TS 33.533.

4
Detailed proposal 

**** Start of Changes****

6.4.2
Security requirements

The Ranging/SL Positioning system shall support mutually authentication between the UEs during unicast direct communication establishment for Ranging/SL Positioning control over RSPP.

The Ranging/SL Positioning system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast direct communication for Ranging/SL Positioning control over RSPP.

The Ranging/SL Positioning system shall support cryptographic separation for each SR5 interface and for each peer UE during unicast direct communication for Ranging/SL Positioning control over RSPP.

The Ranging/SL Positioning system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast communication for Ranging/SL Positioning control over the protocol between the UE and LMF.
The Ranging/SL Positioning shall support confidentiality, integrity and replay protection of SL positioning signalling during groupcast communication.

The Ranging/SL Positioning shall support confidentiality, integrity and replay protection of SL positioning signalling during broadcast communication.
The Ranging/SL Positioning system shall mitigate trackability and linkability attacks of the UE during groupcast communication for Ranging/SL positioning.
The Ranging/SL Positioning system shall mitigate trackability and linkability attacks of the UE during broadcast communication for Ranging/SL positioning.
**** End of Changes****

