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1
Decision/action requested

Discuss and Endorse the proposal about the necessity of ISAC security study in SA3
2
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Rationale
Wireless sensing technologies aim at acquiring information and characteristics about a remote object without physically contacting it (e.g. using NR RF signals). The feasibility and potential KPIs of Integrated Sensing and Communication (ISAC) are studied by Stage 1 in TR 22.837 [1] during Rel-19, including potential use cases such as smart transportation, low-altitude UAV, smart factory, smart city, smart home, meteorology monitoring and security. The sensing data of the object and its surrounding can be utilized for analysis, so that meaningful information and characteristics (i.e. sensing result as defined in TR 22.837 [1]) about the object can be obtained. The sensing result may include shape, size, speed, location, of the sensing objects. Currently, Stage 1 finished the Rel-19 study phase and will initiate normative work to offer consolidated functional requirements on the following aspects:
· General requirement for sensing operation/service

· Discovery of sensing device

· Sensing operation control

· Sensing data collection/delivery

· Sensing result derivation

· Sensing result exposure

· Security and charging

Observation 1: Stage 1 offers consolidated requirements in Rel-19 and all the potential ISAC use cases involves security aspects.
Due to the fact that the sensing result may benefit the service experience of UE, network service experience and AF (e.g. for verticals), the necessity of providing architecture enhancement for ISAC had been discussed among SA and RAN widely. The architecture enhancement may touch upon the following aspects [2]:

· Sensing service initiation
· Discovery and selection of sensing entities
· Signalling interactions for sensing services
· Sensing data transmission and handling
· Sensing result exposure
· Policy control and differentiated QoS
· Security and privacy
Observation 2: Security and privacy aspects are included in the architecture enhancement of ISAC.

As usual, SA3 will be expected to provide the security requirement and procedures if any for such a new feature. In fact, based on the stage 1 requirement, the potential objective of the ISAC security study in SA3 may include the following aspects:
· Authentication and authorisation during sensing services, e.g. service initiation and exposure

· Security and privacy aspects for the entire process of sensing service, covering all communication and involved entities.
Observe that the Rel-19 deadlines have been already agreed and as we are still completing Rel-18 work, there is a risk that SA3 run out of time, should we not start the study work early enough.
4
Conclusion and Proposal
Therefore, SA3 should initiate such a study as early as possible once the Rel-19 package is agreed
