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[bookmark: _Toc42177161][bookmark: _Toc42179514][bookmark: _Toc42246787][bookmark: _Toc51245720][bookmark: _Toc98841213]*** 1st CHANGE ***
[bookmark: _Toc137559325]I.10.5	Security for NSWO support in SNPN 
[bookmark: _Toc137559326]I.10.5.1	NSWO support in SNPN using CH with AAA server via AAA Proxies
The reference architecture to support authentication for Non-seamless WLAN offload using SNPN credentials from Credentials Holder using AAA Server is specified in Figure 4.2.15-3b of TS 23.501 [2]. 
This clause applies to UEs that support NSWO in SNPN with any key generating EAP method by using the SNPN credentials with CH AAA server (i.e., the MSK indication described in step 0 of clause I.2.2.2.2 is configured on the UE). The UE shall reuse 5G NSWO procedures defined in Annex S.3.2 with WLAN access network for NSWO authentication with the same key generating EAP method that is used by the SNPN over 3GPP access with the following exception: 
-	 The EAP authentication is performed between the UE and the CH AAA with no involvement of NSWOF/AUSF/UDM.
-	The construction of SUCI described in this document is not applicable. 
NOTE: The requirement to use the same key generating EAP method includes the EAP identity privacy mechanism used by the SNPN over 3GPP access. This implies that for NSWO support in SNPN using CH with AAA server the identity privacy is achieved at the EAP layer via EAP method specific means.
I.10.5.2	NSWO support in SNPN using CH with AAA server via 5GC

[image: ]
Figure I.10.5.2-1 - Procedure for NSWO authentication using CH with AAA server via 5GC
1-4. Same as steps 1-4 of clause S.3.2, except that SUCI is replaced with NAI. If the EAP method supports privacy and the UE is configured to use anonymous NAI, the UE may send an anonymous NAI.
5. Same as step 5 of clause S.3.2, except that NSWOF constructs the SUCI from the NAI received in step 4. 
6-10. Same as steps 3-7 of clause I.2.2.2, except that an NSWO_indictor is also sent to the UDM by the AUSF.
11. Same as step 8 of clause I.2.2.2, where the UE and the AAA server performs primary authentication using any key-generating EAP method. 
12-13. Same as steps 9-10 of clause I.2.2.2. 
Remaining steps are performed as described in steps 16-18d of clause S.3.2.

*** END OF CHANGES ***
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13. Nnssaaf_AIWF_Authentication_Response
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Remaining steps 

(as specified in 16-18d of clause S.3.2)



1. 802.11 connection established



2. EAP Request/Identity



3. EAP Response/Identity (NAI)



4. AAA message

(EAP Response/Identity, NAI) 5. Nausf_UEAuthentication_Authenticate_Request




(SUCI, SN-name, NSWO_indicator)



12. AAA(EAP Success,
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