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1	Decision/action requested
It is requested to endorse this discussion paper
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3	Rationale
In different scenarios in RAN and 5G Core (e.g., SBA) it is required the deployment of additional trust anchors/Root CA certificates to base stations and/or in general network functions, i.e., those network entities may require the configuration of multiple Root CA in their ‘trust’ pool. Some of those scenarios are among others:
· RAN sharing: The establishment of IPsec connections to RAN sharing partners with their own PKI, i.e., a BTS may belong to a RAN sharing network where each partner operator’s security gateways belong to different Root CA than the shared BTS. 
· Multiple CA hierarchies: Operator PKI may need to be segregated into multiple Root CA hierarchies based on the different network domains, type of network element/function, vendor, geographical areas, etc. 
·  Example 1: BTS may have their own Root CA, Security Gateways may have their own Root CA, and OAM system their own Root CA. As a consecuence, the BTS needs to be manually preconfigured with all those Root CA certificates in case of a new site or after a hardware swap. 
· Example 2: A 5G Core NF may be connected to different network domains that belong to different Root CA hierarchies. The 5G Core NF needs to be manually preconfigured with those Root CA certificates of the network domains where TLS communication is established. 
Observation 1: Current 3GPP SA3 specification TS 33.310 [1] in clauses 9.5.2 and 9.5.4 requires the support of extraCerts field in the CMPv2 profiling for base stations:
“The extraCerts field of the PKIMessage carrying the initialization response shall be mandatory and shall contain the operator root certificate and the RA/CA certificate (or certificates if separate private keys are used for signing of certificates and CMP messages). If the RA/CA certificate(s) are not signed by the operator root CA, also the intermediate certificates for the chain(s) up to the operator root certificate shall be included in the extraCerts field.”
Observation 2: extraCerts field is not under CMP message integrity protection, whereas caPubs field (under CMP message integrity protection as described in RFC4210 [3]) has not been specified in 3GPP for transporting root CA certificate. 
Observation 3: CMPv2 profiling proposed in TR 33.876 for 5G SBA Network Functions follows the same principles as BTSs, so the previous observations are also relevant in this scenario. 
Problem statement 1: There is not a standardized mechanism to download automatically via enrolment protocol (in-band) other trust anchor root CA certificate than the BTS/Network Function own trust chain in extraCerts field. I.e., additional trust anchors/Root CA certificates are to be manually preconfigured. 
Problem statement 2: Since extraCerts field is not under CMP protection, adding in this field self-signed root CA certificates can bring the risk in weak implementations of taking them as trusted certificates. I.e, it can be manipulated in-line by RA or proxies, so a potential attacker (man-in-the-middle) can relatively easily add fake Root CA certificates, which would be a severe security breach.   
4	Detailed proposal
Two alternative solutions based on CMPv2 are proposed to solve the referred problems of lack of automation in the deployment of additional required Root CA certificates (trust anchors), and the potential security issues in the use of extraCerts field for transporting Root CA certificates. Both solutions would modify the existing CMPv2 profile for BTS and might be used as well in the new CMPv2 profile for 5G SBA Network Functions. 
The following diagram represents graphically the scenario for both solutions:


Figure 1: Adding root CA certificates via CMP

Proposal 1: Extended usage of ‘extraCerts’ field
The CA which issues 3GPP type End Entiy (EE) certificates via CMPv2 can send additional Root CA certificates within the ‘ip’ (initialization response) or ‘kur’ (key update response) message as information element within the field ‘extraCerts’ to the corresponding EE (e.g., BTS, 5G SBA NF). The EE simply needs to copy those additional Root CA certificates out of the extraCerts field into the local trust pool. 
The proposal also includes the support of CMP over TLS as security transport mechanism to overcome the lack of protection at CMP protocol level on the extraCerts field, so the EE client knows that there are no intermediate proxies capable to insert non-authorized trust anchors. 
Proposal 2: Use of ‘caPubs’ to transport self-signed root CA certificates
The CA which issues 3GPP type End Entity (EE) certificates via CMPv2 sends all required self-signed Root CA certificates within the ‘ip’ (initialization response) or ‘kur’ (key update response) message as information element within the field ‘caPubs’ to the corresponding EE (e.g., BTS, 5G SBA NF). The EE simply needs to copy those additional Root CA certificates out of the caPubs field into the local trust pool. 
NOTE: Rest of sub-CA intermediate certificates can be transported in extraCerts field. The use of the ‘caPubs’ is limited for self-signed root CA certificates. 
The use of CMP over TLS as security transport mechanism in this proposal is optional, as the protocol already supports integrity protection for ‘caPubs’. 
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