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1
Decision/action requested

It is requested to discuss the discussion paper on AF authorization at NEF
2
References

[X] 


3
Rationale
Please see details proposal.
4
Detailed proposal
Oauth2.0 and access token procedures are defined in TS 33.501 (stage 2) and 29.510 (stage 3). NEF and AF interactions are defined in TS 23.502 (stage 2) and CT3 specs (stage 3), e.g. TS 29.522 and TS 29.122.

Current 3GPP procedure at authorisation validation at NEF for accessing AF services:

In case an NF Service Consumer (NFc), e.g., NWDAF, wants to get data from an external AF connected via a NEF, then the NFc requests an access token from the NRF (OAuth2 Authorization Server) to access the NEF service. Then, based on the NEF authorization policy, the NRF authorises the NFc to request data from NEF. However, currently, the NRF cannot authorise the NFc to get data only from specific external AF(s) (via the NEF), even if the details of the external AF(s) that can be accessed via the NEF are available in the NEF NFprofile (TS 29.510).

This leads to an authorization gap in the current specs. Please refer to the below example to understand the same:
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In this example, NRF has the NEF profile with AF1 information. Still, the NRF is not able to authorise the NWDAF to request data specifically from AF1 (via the NEF) and not from other AFs (via the NEF), i.e., if the NRF grants an access token that allows access to this NEF, then this provides authorization to the NFc to access any AF that can be accessed via this NEF. Current access token APIs are limited and do not support this use case.
Reference text from the 33501, 

Bullet 1: This use case is discussed in annex X however, there is no clear text how this can be solved
X.5
Protection of data transferred between AF and NWDAF

As specified in TS 23.288[105], the NWDAF may interact with an AF to collect data from UE Application(s) as an input for analytics generation. The AF can be in the MNO domain or an AF external to MNO domain. To enhance the 5GS to support collection and utilisation of UE related data for providing the inputs to generate analytics information (to be consumed by other NFs), the communication between AF and NWDAF needs to be secured.

The NWDAF interacts with the 5GC NFs and the AF using Service-based Interfaces. The existing 5G security mechanism can be reused for the transfer of UE data over the SBA interface between AF and NWDAF. When the AF is located in the operator’s network, the NWDAF uses Service-Based Interface as depicted in clause 13 to communicate with the AF directly. When the AF is located outside the operator’s network, the NEF is used to exchange the messages between the AF and the NWDAF. The security aspects of NEF is specified in clause 12.
Bullet 2: Chapter 13 on Oauth and Chapter 12 one NEF exposure

This use case or problem does not discuss in the chapter 12 and chapter 13. 

Reference Text from 29510

Bullet 3: Below text confirms that NRF has AF information available in the NEF NF profile 
6.1.6.2.48
Type: NefInfo

Table 6.1.6.2.48-1: Definition of type NefInfo

	Attribute name
	Data type
	P
	Cardinality
	Description

	nefId
	NefId
	C
	0..1
	This IE shall be present and contain the NEF ID of the NEF if NIDD service is supported.

	pfdData
	PfdData
	O
	0..1
	PFD data, containing the list of internal application identifiers and/or the list of application function identifiers for which the PFDs can be provided.

Absence of this attribute indicates that the PFDs for any internal application identifier and for any application function identifier can be provided.

	afEeData
	AfEventExposureData
	O
	0..1
	The AF provided event exposure data. The NEF registers such information in the NRF on behalf of the AF.

	gpsiRanges
	array(IdentityRange)
	O
	1..N
	Range(s) of External Identifiers

	externalGroupIdentifiersRanges
	array(IdentityRange)
	O
	1..N
	Range(s) of External Group Identifiers

	servedFqdnList
	array(string)
	O
	1..N
	Pattern (regular expression according to the ECMA-262 dialect [8]) representing the Domain names served by the NEF


6.1.6.2.49
Type: PfdData

Table 6.1.6.2.49-1: Definition of type PfdData

	Attribute name
	Data type
	P
	Cardinality
	Description

	appIds
	array(string)
	O
	1..N
	List of internal application identifiers of the managed PFDs.

	afIds
	array(string)
	O
	1..N
	List of application function identifiers of the managed PFDs.


6.1.6.2.50
Type: AfEventExposureData

Table 6.1.6.2.50-1: Definition of type AfEventExposureData

	Attribute name
	Data type
	P
	Cardinality
	Description

	afEvents
	array(AfEvent)
	M
	1..N
	AF Event(s) exposed by the NEF after registration of the AF(s) at the NEF.

	afIds
	array(string)
	O
	1..N
	Associated AF identifications to the AfEvents. The absence of this attribute indicate that the NEF can be selected for any AF.

	appIds
	array(string)
	O
	1..N
	The list of Application ID(s) the AF(s) connected to the NEF supports. The absence of this attribute indicate that the NEF can be selected for any Application.


Bullet 4: Access Token API contains lots of parameters; however, it does not define how authorization will work in this case.

Observation 1: SA3 and CT4 lack authorization aspects when NF consumers can request data from AF via NEF. So, access token API enhancements are required to cover this use case.
Observation 2: As the gap is there, either SA3 or CT4 should solve it. Considering the CT4 specs have lots of details in terms of NFprofile and access token API, CT4 should work on the access token API enhancement for the same.

5
Conclusions and proposals
Based on the observations made in this paper, we are proposing to agree on either
Option 1: agree on the solution proposed in the CR S3-233638/S3-233639(mirror)
Option 2: SA3 to solve this. To do so, SA3 endorses this discussion paper, and companies can bring the solutions to the next meetings (as maintenance CRs).

Option 3: Let CT4 solve this problem. For this, we can send LS S3-233637 to the CT4 group.
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