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This contribution investigates and discusses the solutions comparative evaluation of KI#2.7 solutions.
1	Decision/action requested
[bookmark: _Hlk126759847]This discussion paper of comparative evaluation of solutions addressing KI#2.7 to TR 33.739. 
2	References
[1]	3GPP TR 33.739 v0.8.0
3	Rationale
[bookmark: _Hlk126759937]This contribution proposes to add a new clause, Comparative evaluation of solutions addressing KI#2.7, to TR 33.739.
[bookmark: _Hlk126760032]4	Comparative evaluation of solutions addressing KI#2.7
KI#2.7 issue is to study the security and privacy aspects of usage of user information provided by the EEC in the UE ID API invocation. 
The EES may use user information (e.g., IP address) received from the UE when invoking the UE Identifier API to obtain the UE identifier by interacting with NEF as specified in clause 4.15.10 of 3GPP TS 23.502 [9]. The EES may obtain the UE ID by invoking the Nnef_UEId_Get service and may provide the user information (e.g., private UE IP address) that has been provided by the EEC. 
Since the user information (e.g., private UE IP address) may be used to determine the UE ID and to prevent scanning attacks, it is needed to ensure that the user information is trusted, and that the UE is authorized to provide the IP address used in the API invocation. 
The KI#2.7 has the following security requirements:
5.3.7.3	Potential security requirements 
The user information (i.e., private UE IP address) provided by the EEC should be verified and the EEC should be authorized to use this information.
Table1: Comparative evaluation of solutions addressing KI#2.7

	Solutions
	Evaluation

	Solution #28: Usage of randomly generated ticket to verify EEC provided IP address
	The solution proposes to use a non-guessable parameter called ticket or nonce provided by the core network to the EEC and to check the mapping between the IP address and the ticket value in the UE ID API invocation. 

Evalution: 
1. The solution needs to generate, store the random number at SMF and BSF. If the private IP address can be learned by other UE, the random number can also be learned.
2. The solution changes the behavior of Nbsf_Management_Discovery and always require a random number. Another NF that doeesn’t know the random will not able to invoke the Nbsf_Management_Discovery. If this is not the case, another entity that can invoke the Nbsf_Management_Discovery to retrieve the random number that suppose to share between the UE and BSF only.
3. Therefore, how to prevent another entity to retrieve the random number from the BSF?

	Solution #29: Authorizing the Service Consumer when Resolving an IP Address to a UE ID
	This solution supports the 5G System to verify the IP address in the request to obtain a UE Identifier. In the proposed procedure, both the EEC and BSF perform a hash calculation. The UE’s IP Address is an input to the hash calculation.  Some additional inputs to the hash calculation are values that are known to the UE that hosts the EEC and the BSF, whch is not easily known when combined, or determined, by functions other than the UE that hosts the EEC (e.g., the SUPI of the UE). When the BSF is requested to provide information about the UE (e.g. the SUPI of the UE), the BSF may compare the result of the BSF’s calculation and the hash value that was provided by the EEC of the UE. If the result of the BSF’s calculation and the hash value that was provided by the EEC of the UE are the same, then the BSF can support the request. If the result of the BSF’s calculation and the hash value that was provided by the EEC of the UE are not the same, then the BSF may not authorize the request.

Evalution: this solution can be keyed hash value based (HMAC); There is no need to store extra information. The hash is protected with shared key. 


	Solution #30: Usage of existing public IP address to verify EEC provided IP address
	This solution proposes to use the mapping between private IP address, public IP address and port number in the UPF to verify the mapping EEC provided IP address, EES obtained public IP address and port number based on the source IP address and port number of received UE ID API message.
Evalution: 
1. Step 4a and 4b messages is for NEF, not for NRF.
2. Since private IP address is not globally unique, a UE from another UPF can also possess the same private IP address as the victim UE, therefore, the step 7a and 7b can return the victim’s SUPI. Solution #29 address the issue by verifying the hash with additional inputs.
3. The NAT table is limited and the port can be released and reusedwhen timeout. Therefore, the private IP address received from the UPF in step 5 can be different from the actual private IP address.

	Solution #31: AKMA/GBA based verification of EEC provided IP address
	In specific, according to clause 4.15.10 and clause 5.2.13 of TS 23.502 [9], the BSF (Binding Support Function) maintains the mapping relationship between the IP address and SUPI of the UE.According to clause 4.5.2 of TS 33.220 [6], the UE can obtain a random number from the BSF (Bootstrapping Server Function) if it needs to do GBA based authentication mechanism.
Refering to clause 6.1 of TS 33.535 [8], the AAnF maintans the mapping relationship between the A-KID and the SUPI of the UE.
Therefore, in this solution, A-KID and the random number in GBA scenarios are used as the verification information to enable the BSF to detect IP address spoofing attack.
Evaluation: 
1. In the solution flow diagram, there is a BSF in the last column. Which BSF is it? Since the message in the step 4 is for Binding Support Function as “the NEF provides the UE’s IP address, the random number, or SUPI of the UE to the BSF”, there is no random numer as input parameter per  5.2.13.2 of TS 23.502 for Nbsf_Management service.
2. In step 5, the BSF locates the IP address allocated to the UE by the network based on the received SUPI. 

In specific, with the verification information of the random number, the BSF first locates the UE’s IMPI based on the random number. (Is this Bootstrapping Server Function?)

The BSF identifies the UE’s SUPI based on the IMPI.

The BSF compares the IP address allocated by the network with the received one.
3. There is a functionality change of the BSF between step 4 and step 5. It is not clear on how the random number received from GBA BSF (Bootstrapping Server Function) be validated in the step 4 with the Binding Support Function (BSF).

	Solution #32: KDF based verification of EEC provided IP address
	BSF maintains the mapping relationship between the IP address and the SUPI. To generate verification information, the IP address and the SUPI are set as the inputs of the KDF. The output of the KDF is set as the verification information that enables BSF to detect IP address spoofing attack.
Evalution: 
1. The solution procedure is similar to the procedure proposed in solution #29.
2. The solution is less secure than Solution #29 where the the hash can be keyed.

	Solution #33: Verification of EEC provided IP address
	This solution proposes to use a PDU session ID for verifying the authenticity of assigned IP address.
Evalution: 
1. The solution only adds a session ID to the IP address. A malicious UE can also gain the session ID and use both IP address and session ID from a victim UE. 
2. The solution doesn’t explain how the NEF get the SUPI in the step 3, i.e., which entity the NEF sends the Nnef_UEId_Get to reslve the SUPI? Based on 23.502, SUPI used in step 3 Nudm_SDM_Get is not the output of Nnef_UEId_Get operation:
5.2.6.27.2	Nnef_UEId_Get operation
Service operation name: Nnef_UEId_Get
Description: Get the UE identifier.
Inputs, Required: UE address (i.e. IPv4/IPv6 address or MAC address), AF Identifier.
Inputs, Optional: DNN, S-NSSAI, Port number (e.g. TCP or UDP port), IP domain, Application port ID, MTC Provider Information.
Outputs, Required: Result, AF specific UE Identifier represented as an External Identifier.
Outputs, Optional: None.

	Solution #34: Verification of EEC provided IP address using access token
	This solution proposes to use an access token for mapping with the assigned IP address, in which the access token is provided by the ECS. “In step 2: On receiving the UE Identifier API request, the EES invokes Nnef_UEId_Get service operation for translating the UE's Private IP address to its UE ID. EES includes the received IP Address and PDU Session ID in the request message”
Evaluation: 
1. According to TS 33.558, section 6.2, the claims of the EES service tokens in the form of JWT shall include the ECS FQDN (issuer), EEC ID (client_id), GPSI (subject), expected EES service name(s) (scope), EES FQDN (audience), expiration time (expiration). Therefore, the token doesn’t contain SUPI.
2. The solution doesn’t explain how the NEF get the SUPI in the step 3, i.e., which entity the NEF sends the Nnef_UEId_Get to reslve the SUPI? Based on 23.502, SUPI used in step 3 Nudm_SDM_Get is not the output of Nnef_UEId_Get operation:
[bookmark: _Toc131528682]5.2.6.27.2	Nnef_UEId_Get operation
Service operation name: Nnef_UEId_Get
Description: Get the UE identifier.
Inputs, Required: UE address (i.e. IPv4/IPv6 address or MAC address), AF Identifier.
Inputs, Optional: DNN, S-NSSAI, Port number (e.g. TCP or UDP port), IP domain, Application port ID, MTC Provider Information.
Outputs, Required: Result, AF specific UE Identifier represented as an External Identifier.
Outputs, Optional: None.
3. There is no same UE ID that can be compared in the token with UE ID from the Nnef_UEId_Get response. In the step 6, not sure which ID received from Nnef_UEId_Get response is compared with which UE ID in token, EEC ID or GPSI?






