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	Reason for change:
	The UDM threat reference does not yet cover the threat of using invalid point as public key to decrypt the SUCI.

	
	

	Summary of change:
	Added the threat reference for invalid public key usage in the UDM when decrypting the SUCI.
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[bookmark: _Toc137742588]********** START OF 1st CHANGE **********
E.2.2.6	Use of an invalid public key in the SUCI ECIES protection scheme
-	Threat name: Use of an invalid public key in the SUCI ECIES protection scheme
-	Threat Reference: Information Disclosure
-	Threat Description: If the protection scheme output of a SUCI contains an invalid point (a point that is not is on the elliptic curve) as the UE's public key, and the UDM uses it to compute the shared secret with the HN's private key to decrypt the SUCI, an attacker can recover the HN's private key using the UDM as an oracle. This consequently undermines the security claim of the SUCI scheme and leads to user identification.
-	Threatened Asset: Private Key of the Home Network for SUCI Decryption, User Subscription Data
********** END OF CHANGE **********

