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1	Decision/action requested
Approve addition of the pCR to TR 33.848
2	References
[1]	3GPP TS 33.848 Study on Security Impacts of Virtualisation (Release 18)
3	Rationale
Add the conclusion of KI#13.
4	Detailed Proposal
All texts in the proposal are new.
***************************************      Start Changes   **************************************
[bookmark: _Toc135052485]8.x Conclusion for KI#13
There are 2 solutions for KI#13: solution 5 and solution 6.  These solutions are all viable and in many aspects are complementary. 
Solution 5 describes detail procedures for VNF attestation during instantiation and running time, which covers Chain of Trust (CoT) establishment across Hardware, virtualization and 3GPP application layers. 
Solution 6 is focused on VNF attestation during commissioning phase after VNF instantization/deployment, which enables creation of initial trust between VNF and management function before provisioning initial credentials to the VNF to facilitate SBI security.
The detail remote attestation procedures, basic attestation architecture and claims/evaluations for virtualization layer verifications are out of 3GPP scope.
However, measurements (including gold measurements) to support 3GPP application layer attestation, policies for evidence appraisal (by verifier), and policies for decision-making based on attestation result (by relay party) require further work in 3GPP, e.g. updates to existing 3GPP security specifications (such as 3GGP TS 33.501) or a new 3GPP TS or TR to define the detail requirements on claims and policies to support 3GPP NF attestation.
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