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1
Decision/action requested
Approve the changes in Living document to TS 33.503 for 5G_Prose_Ph2
2
References

[1]
TS 23.304 v18.2.0
[2]
TS 33.536 v17.1.0

[3]
S3-23xxxx "Living document for 5G_ProSe_Ph2”
3
Rationale

In TS 23.304 [1], clause 6.7.4.1 specifies the following:

In the negotiated UE-to-UE Relay reselection defined in clause 6.7.4.2 or clause 6.7.4.3, one 5G ProSe End UE initiates the UE-to-UE Relay reselection procedure, the 5G ProSe End UEs can negotiate a new 5G ProSe UE-to-UE Relay using the existing connection and to establish the communication via the reselected 5G ProSe UE-to-UE Relay prior to releasing the communication via the current 5G ProSe UE-to-UE Relay.
There is a privacy threat that allows to link the existing connection and the connection via the reselected 5G ProSe UE-to-UE Relay caused by either the same KNRP ID or same partial KNRP ID value being sent in the DCR message to establish the new E2E connection via the reselected 5G ProSe UE-to-UE Relay. This threat is similar to the one described in TS 33.536 [2], clause 5.3.3.2 when KNRP ID is used across two subsequent connections. 

However, for the Negotiated 5G ProSe Layer-2 UE-to-UE Relay reselection procedure, the new connection needs to be established prior to releasing the existing connection, therefore the mechanism using the Layer-2 link release procedure described in TS 33.536 [2], clause 5.3.3.2.2.2 is not adapted for this Layer-2 UE-to-UE Relay scenario. 

It is proposed to use the Link Modification procedure given in clause 6.7.4.2 of TS 23.304 [1], to provide privacy for the KNRP ID. The messages in the Link Modification are always sent protected and hence the new KNRP ID agreed by the 5G ProSe End UEs is only known to the involved UEs.
For the privacy of communications between the 5G ProSe End UEs via the Layer-2 5G ProSe UE-to-UE Relay and between the 5G ProSe End UE and the Layer-2 5G ProSe UE-to-UE Relay the privacy protection procedure in clause 6.2.4 is used.
4
Proposal

It is proposed to approve the following changes for inclusion in the Living document for 5G_ProSe_Ph2 [3]. 








***
BEGIN OF CHANGES
***

6.6.4.x
Identity privacy for communication for 5G ProSe Layer-2 UE-to-UE Relay
6.6.4.x.1
General
The privacy protection procedure in clause 6.2.4 is used for the privacy protection of the End-to-End communication between the 5G ProSe End UEs via a 5G ProSe Layer-2 UE-to-UE Relay and the communication between the 5G ProSe End UE and the 5G ProSe Layer-2 UE-to-UE Relay.

The negotiated 5G ProSe Layer-2 UE-to-UE Relay reselection is defined in TS 23.304 [2], clause 6.7.4.2. There is a privacy threat that allows to link the existing connection and the connection via the reselected 5G ProSe UE-to-UE Relay caused by either the same KNRP ID or same partial KNRP ID value being sent in the DCR message to establish the new E2E connection via the reselected 5G ProSe UE-to-UE Relay. This threat is similar to the one described in TS 33.536 [9], clause 5.3.3.2 when KNRP ID is used across two subsequent connections. The Link Modification procedure given in clause 6.7.4.2 of TS 23.304 [2], is used to provide privacy for the KNRP ID. The messages in the Link Modification procedure are always sent protected and hence the new KNRP ID agreed by the 5G ProSe End UEs is only known to the involved UEs.

6.6.4.x.2
Negotiated 5G ProSe Layer-2 UE-to-UE Relay reselection
Figure 6.6.4.x.2-1 shows the message flows for changing the KNRP ID of the 5G ProSe End UEs in a negotiated 5G ProSe Layer-2 UE-to-UE Relay reselection to remediate the privacy threat for the KNRP ID. This message flow is based on the procedure provided in clause 6.7.4.2 of TS 23.304 [2]. The messages in the Link Modification are always sent protected and hence the new KNRP ID agreed by the 5G ProSe End UEs is only known to the involved 5G ProSe End UEs. The new KNRP ID is used on the End-to-End link security establishment via the reselected 5G ProSe UE-to-UE Relay.
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Figure 6.6.4.x.2-1: Negotiated 5G ProSe Layer-2 UE-to-UE Relay reselection

The procedure proceeds with the following steps and provides additional handling on top of what is provided in TS 23.304[2], clause 6.7.4.2.

1.
An End-to-End link security is established between the 5G ProSe End UEs via a 5G ProSe UE-to-UE Relay #1, based on the security procedure defined in clause 6.2.

2.
5G ProSe End UE #1 decides to perform reselection of another UE-to-UE Relay (see 23.304[2]). 5G ProSe End UE #1 sends a Link Modification Request message to 5G ProSe End UE #2.  5G ProSe End UE #1 shall include the new MSB of KNRP ID in the Link Modification Request. These bits shall be chosen so that they uniquely identify KNRP at 5G ProSe End UE #1. The new MSB of KNRP ID shall be selected randomly.

3.
5G ProSe End UE #2 selects a new 5G ProSe UE-to-UE Relay #2 (see 23.304[2]). 5G ProSe End UE #2 shall choose the new LSB of KNRP ID so that these bits uniquely identify KNRP at 5G ProSe End UE #2. The new LSB of KNRP ID shall be selected randomly. 5G ProSe End UE #2 shall form the new KNRP ID from the MSB received from 5G ProSe End UE #1 and the LSB that 5G ProSe End UE #2 chose. 5G ProSe End UE #2 shall send the LSB of KNRP ID to 5G ProSe End UE #1 in the Link Modification Accept message.

4.
Upon reception of the Link Modification Accept message, 5G ProSe End UE #1 shall form the new KNRP ID from the LSB received from 5G ProSe End UE #2 and the MSB that was chosen by 5G ProSe End UE #1 (in step 2). 5G ProSe End UEs shall use this new KNRP ID when establishing the security of the End-to-End link via the new 5G ProSe UE-to-UE Relay #2, based on the security procedure defined in clause 6.2.

***
END OF CHANGES
***
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