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1
Decision/action requested

Approve addition of the pCR to TR 33.848
2
References

[1]
3GPP TS 33.848 SON Security Aspects; Study on Security Impacts of Virtualisation (Release 18)
3
Rationale

Update the evaluation of Solution 3 with the new key issues and make the internal and external actions clear.
4
Detailed Proposal

***************************************      Start Changes   **************************************

Annex X: Potential contents of an Attestation TR

TS 33.XXX Attestation Architecture and Procedures for 5G System

Outline

1. Scope

2. References

a. IETF RFC 9334: “Remote ATtestation proceduresS (RATS) Architecture”

3. Definitions and abbreviations

a. Boot-time attestation

b. Run-time attestation

4. Overview of attestation architecture

a. Attestation Roles in 5G Core network

i. {roles consume and/or produce attestation related information}

ii. {describe attestation roles that may be played by NFs in 5G Core Network}

iii. {e.g., NF in the role of a relying party, PACF or MnF that perform the role of transferring attestation results or policies}

b. Attestation Roles outside of 3GPP

i. {roles consume and/or produce attestation related information}

ii. {describe attestation roles that may be played by an entity or device managed by authority outside of 3GPP 5G Core}

iii. {e.g., attester, verifier, reference value provider, endorser, TPM, etc.)

c. Attestation Topology Model

i. {e.g., background check model, passport model, etc.)

d. Trust domains between attestation roles within the 5G core network and roles managed by authority outside of 3GPP

i. {e.g., trust domain between the relying party (e.g., NF) in the 5G core and the verifier managed by authority outside of 3GPP to verify attestation results}

ii. {e.g., trust domain between the relying party (e.g., NF) in the 5G Core network and the attester managed by authority outside of 3GPP to validate binding attestation quotes to attestation results}

iii. {e.g., trust domain between any conveyer (e.g., PACF or MnF) of attestation information (e.g., results, appraisal policy, etc.) and any role played by a party within the 5G core or any party managed by authority outside of 3GPP}

e. Trust anchors in the attestation architecture

i. {e.g., certificate authorities to help facilitate the trust domains in 4.d.}

5. Attestation requirements and features

a. General attestation requirements

b. Requirements for attestation roles within the 5G core network

c. Requirements for non-3GPP attestation roles

i. {e.g., APIs/Interfaces needed to enable interaction between different attestation roles within the 5G core network and outside of 3GPP}

d. Requirements for attestation of the NFV environment

e. Requirements for attestation of 3GPP virtualized network functions

i. {NOTE: may need to consider separate requirements for each NF in the 5G Core network, e.g., NRF, AMF, UDM, etc.)

f. Requirements for SBA services and procedures relying on attestation results 

i. {e.g., Registration procedure}

ii. {e.g., Certificate management}

iii. {e.g., Security monitoring for ZTS}

g. Configurability of attestation

6. Attestation Procedures

a. Initiation of attestation

b. Boot-time attestation

c. Run-time attestation

d. Establishment and handling of attestation keys

e. Query attestation results for target NF

f. Linking attestation to NF registration procedure

g. Linking attestation to authorization of NF service access

h. Linking attestation to certificate management for NFs 

i. Linking attestation to XYZ
j. Attestation procedures in roaming scenarios

k. Attestation procedures in indirect communication scenarios

l. Attestation procedures for non-service-based interfaces

i. {when interfacing with non-3GPP attestation entity}

7. Attestation related services

a. Services provided by PACF (or MnF)

b. Services provided by XYZ

i. {e.g., services provided by any NF needing to notify/retrieve attestation results}

ii. {e.g., services provided by any NF needing to set/receive attestation policy}

8. Attestation Results

a. {define message content for attestation results}

b. {e.g., fail/pass results, claims, or other specific assertions meaningful to the NF (Relying party) using the results}

c. {e.g., identifiers, timestamp/nonce, etc.}

9. Interface for interworking between 3GPP and non-3GPP attestation entities

10. Protection of interactions between 3GPP and non-3GPP attestation entities 

a. Authentication and authorization

b. Confidentiality and integrity protection for transport of attestation related information (policy, results, configuration, etc.)

11. Appendix A: Implementation Guidance

12. Appendix B: Attestation Use Case: Network Slicing

13. Appendix C: Attestation Use Case: MEC

***************************************      End  Changes   **************************************


