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1	Overall description
SA3 received from GSMA an LS bundle summarized in SP-230351/5GMRR Doc 41_38r2 that outlines additional requirements on 5G roaming services.  3GPP SA has provided a response in SP-230763 that any new requirement for additional services is to be handled in a study in SA1 first as per 3GPP process. 
The present LS provides input to SA1 and 5GMRR to gain a common understanding in the scenarios given by 5GMRR:
· for SA1 as input to a potential study and to check the use cases already captured in TR.33.875 
· for GSMA as acknowledgement and request to respond to some technical questions.

This SA3 input provides additional information to the LS input provided to 3GPP working groups in LS S3-233308 and TR 33.875 (key issues #10 and #12). For these key issues further handling in a separate study was recommended by SA3. 
SA3 asks that SA1 checks, if these key issues can be handled in parallel to studying new services in SA1 as per the GSMA request.

In the following SA3 provides input on the topic.
 
5G e2e service architecture; privacy and cyber security

SA3's objective was for 5GSA roaming to address certain security shortcomings in 4G roaming, most notably the lack of e2e security. 

Considerations on outsourcing and hosting SEPP deployment scenarios

SA3 acknowledges the desire of offering such service to operators that do not want to operate a complete 5GC system. SA3 would like to align references to the terminology. SA3 asks 5GMRR to provide feedback if the definitions in TR 33.875, clause 5.12, are in line with their understanding. 
SA3's would like to get confirmation, if the following is in line with 5GMRR: If a SEPP (called local SEPP) is part of the core network of the MNO and there is a hosting or outsourced SEPP, can you please confirm, if the local SEPP and any other SEPP in the path would handle distinct sets of roaming relations to another MNO.

Necessary enhancements for roaming hubs

As per 3GPP specification, application layer security needs to be applied if intermediate hops are to be given the ability to read and/or modify N32-f traffic. To allow a public roaming hub to work smoothly, the operator could choose a security profile that allows the roaming hub to handle all its administrative tasks, e.g., all IEs necessary for the public roaming hub to fulfil its task are sent in the clear from the initiating operator network SEPP to the receiving operator network SEPP. 
However, the current 5G system does not appear to serve some of the new set of requirements by the received LS bundle, i.e. support a roaming hub initiating its own control messages. Specific enhancements to existing solutions may be helpful to support 5G SA deployments in parallel with the 3GPP process starting with an SA1 study and following supporting work efforts.  
SA1 is kindly requested to acknowledge while SA1 conducts its study, that in parallel SA3 member companies can present potential solutions to SA3. This allows SA3  to further analyse the security on new roaming services.
Alignment of existing 5GC SEPP requirements with the new GSMA requirements

SA3 would like to emphasise that any update on 5GC architecture needs to be aligned with the 5GC SEPP requirements of TS 33.501. 
SA3 would also like SA1 to outline what SA1 believes the work split should be between SA1 and SA3. 

2	Actions
To: 3GPP SA WG1 and GSMA 5GMRR
ACTION: 	
SA3 asks SA1 to take above into consideration when setting up and studying new requirements for 5GS and asks for advice on the work split between SA1 and SA3. Please check if TR 33.875 key issues related to roaming can be studied from security perspective in parallel and whether SA3 can continue to evaluate potential solutions providing feedback also to 5GMRR.
SA3 asks 5GMRR to confirm the understanding of the terms "hosting" and "outsourcing" as described in TR 33.875. Also, please inform SA3 on any updates regarding security in 5G SA roaming.

3	Dates of next TSG SA WG 3 meetings
SA3#113	6 - 10 November 2023	Chicago, US
SA3#114	22 - 26 January 2024	EU (TBD)
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