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1	Decision/action requested
Approve the changes in clause 5 for inclusion in the living document: draftCR to TS 33.256.
2	References
[1]	TS 33.256 v18.1.0 
[2]	S3-233864 "Living document for UAS draft CR”

3	Rationale
This contribution proposes to add clause to specify the security and privacy for Direct C2 communication.
4	Detailed proposal
**** Start of Changes****
5.X.2.4	Identity privacy for the PC5 unicast link 
The privacy protection procedures defined in clause 5.3.3.2 of TS 33.536 [7] are reused in A2X to provide unicast mode A2X Direct Communication security.
Editor's note:	Privacy of the Source User Info and Target User Info in the DCR respectively set to the Application Layer ID of the UAV and UAV-C is FFS.
NOTE:	For the privacy of the UAV and UAV-C Application Layer ID in the DCR (as Source User Info and Target User Info), the USS can decide whether it is acceptable to use the UAV’s and UAV-C’s permanent identities or whether some other privacy-preserving identities are provided for use instead. The use of privacy-preserving identities is left to the application layer and according to local regulations.

**** Next Changes****
5.Y	A2X Direct C2 Communication
5.Y.1	General
The unicast mode Direct C2 Communication procedures are described in TS 23.256 [3]. Unicast mode Direct C2 Communication is used by two UEs that directly exchange traffic for the A2X applications running between the peer UEs.
Before taking part in Direct C2 Communication, the UAV needs to be authorised as described in TS 23.256 [3] (see also the present document for more details of C2 authorisation over the network). If the UE is authorised over the 3GPP network, the USS may send a C2 session security information as part of the C2 authorization payload as described in clause 5.4. The content of C2 session security information (e.g., key material to help establish security between the UAV and UAV-C) is not in 3GPP scope.
Editor's note:	Enhancements to the UUAA (5.2) and/or Pairing (5.4) procedures related to unicast security establishment for Direct C2 are FFS.
**** End of Changes****
