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1
Decision/action requested

It is proposed to approve the changes to the draftCR [2] to TS 33.122 on RNAA.
2
References

[1]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[2]
S3-233426 draft CR on resource owner aware northbound acces to APIs
3
Rationale

In Resource owner-aware northbound API access (RNAA) scenarios, the API invoker can be authorized by authorization code flow.
To enable authorization code flow in RNAA scenarios, this contribution reuses the procedure defined in IETF RFC 6749 [1].
4
Detailed proposal

***************Start of the 1st Change ****************
6.5.Y2e.2
Authorization using authorization code flow

Editor's note: this clause describes authorization making use of the relevant oauth flow. Additional subsubsubclauses may be added for additional oauth flows.
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Note: The lines illustrating steps (A), (B), and (C)
two parts as they pass through the user-agent.
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Figure 6.5.Y2e.2 Authorization code flow 
As described in Figure 6.5.Y2e.2, the procedure defined in clause 4.1 of IETF RFC 6749 [4] is reused with the following modifications. 
· The client in RFC 6749 [4] is the API invoker. The authorization server in RFC 6749 [4] is the CAPIF core function. The user agent in RFC6749 [4] is part of the UE. 
· In step (A), the request shall include the resource owner identifier (e.g., GPSI). 
· In step (A), authentication between CCF and UE should be performed with the existing authentication mechanism (e.g., AKMA based mechanism, GBA based mechanism, etc), in which CCF takes the role of AF in AKMA\GBA scenarios.
· In step (E), the token provided by the CAPIF core function shall include the resource owner identifier (e.g., GPSI).
***************End of the Change ****************
