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1
Decision/action requested

It is proposed to approve the changes to the draftCR [2] to TS 33.122 on RNAA.
2
References

[1]
3GPP TR 23.222 v18.2.0 "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2"
[2]
S3-233426 draft CR on resource owner aware northbound acces to APIs
3
Rationale

In RNAA scenarios, to access the resource of a specific resource owner via a particular service, the API invoker needs to be authorized by the resource owner. However, according to the procedure defined in clause 8.1.3 of TS 23.222 [1], the authorization information is generated by the CCF during the onboarding procedure. Therefore, the traditional onboarding procedure is not fully fit for the RNAA scenarios.

To provide a token for the API invoker, the CCF should authenticate the API invoker. However, the onboarding credential (i.e. the access token) in the onboarding procedure is utilized to realize API invoker authorization rather than the authentication.

 For an API invoker that is application function or application residing on the UE, the traditional certificates-based TLS establish mechanism can be reused among the API invoker and the CCF. For API invoker that is part of the UE, the AKMA/GBA based mutual authentication method can be reused in the onboarding procedure.
4
Detailed proposal

***************Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[3]
3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".

[4]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[5]
IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".

[6]
IETF RFC 7519: "JSON Web Token (JWT)".

[7]
IETF RFC 7515: "JSON Web Signature (JWS)".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[9]
Void

[10]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[x]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using HypertextTransfer Protocol over Transport Layer Security (HTTPS)"

[y]
3GPP TS 33.535: " Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)"

***************Start of the 2nd Change ****************
6.5.Z
API invoker onboarding procedure for RNAA

For API invoker that is the application function or application residing on the UE, the onboarding procedure defined in clause 6.1 shall be reused with the following modifications.

· In step 2, the traditional certificates based TLS establish mechanism shall be reused among the API invoker and the CCF.
· In step 4, the CAPIF core function creates the API invoker's profile as specified in TS 23.222 but without creating authorization information and the list of APIs and the types of APIs that the API invoker can access.

For API invoker that is part of the UE, the onboarding procedure defined in clause 6.1 shall be reused with the following modifications.

· In step 2, procedures defined in clause 5.3 of TS 33.222 [x] and Annex B.1.2 of TS 33.535 [y] shall be reused to realze mutual authentication between API invoker and CAPIF core function, in which CAPIF core function plays the role of AS/AF.

· In step 4, the CAPIF core function creates the API invoker's profile as specified in TS 23.222 but without creating authorization information and the list of APIs and the types of APIs that the API invoker can access.

***************End of the Changes ****************
