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1
Decision/action requested

It is proposed to approve the changes to the draftCR [2] to TS 33.122 on RNAA.
2
References

[1]
3GPP TS 23.502: " Procedures for the 5G System (5GS); Stage 2"
[2]
S3-233426 draft CR on resource owner aware northbound acces to APIs

3
Rationale

In the current 3GPP system, to authorize the AF to handle the resource (e.g., location, service parameter like Route selection parameters) of a specific user via a specific resource owner, the NEF/AEF first authorizes the AF to request a particular service. Then the NEF/AEF itself (e.g., NEF/AEF in clause 4.15.6.7a of TS 23.502 [1]) needs to send the request to the UDM to authorize the AF against UE subscription for handling the resource of a specific resource owner. 
In Resource owner-aware northbound API access (RNAA) scenarios, the NEF/AEF supporting RNAA can directly authorize the API invoker to handle the resource of a specific resource owner by checking the OAuth token received from the invoker.

Therefore, with current specification, the NEF/AEF supporting RNAA will perform RNAA based authorization and UDM based authorization consequtively if the AF authorization is triggered, resulting in redundant authorization on the AF. 
This contribution proposes to mitigate the redundant authorization issue by enabling the NEF/AEF to indicate the UDM to skip AF checking.
4
Detailed proposal

***************Start of the 1st Change ****************
6.5.Y2e.1
General 

The authorization for RNAA shall use token based authorization using oauth2 framework. The API invoker has the role of the OAuth client. The CCF has the role of the OAuth authorization server. The AEF has the role of the resource server. 

The access tokens used for RNAA can contain the resource owner identity claim and other claims. Within the token, GPSI is used as identifier. To avoid privacy issues, GPSI needs to be different from MSISDN, SUPI etc. AEF should do the authorization check to the API invocation request containing the token against the claims including the resource owner identity. As the claim in the token includes resource owner identity, there is no need for additional UE authentication in API invocation. Moreover, the token should be able to restrict the API invoker to a specific resource (e.g., location, QoS, PDN connectivity status). For Oauth flows involving redirection, authentication between CCF/AUF and UE should be performed after API Invoker redirects the UE to CCF/AUF. Based on the operator's policy, mutual authentication between resource owner and CCF/AUF can be performed. The authentication method is up to operator policy (e.g. an already deployed mechanism, or AKMA, or GBA).

In case of an external AF (i.e., not the application on the UE) as API invoker, for mutual authentication of API invoker AF and API exposing function, TS 33.122 [5] is reused.
If the NEF/AEF has authorized the API invoker via the access token used for RNAA, the NEF/AEF may indicate the UDM to skip the AF authorization when the service parameters provisioning procedure defined in clause 4.15.6.7a of TS 23.502 [x] is triggered.
***************Start of the 2nd Change ****************
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***************End of the Change ****************
