	
3GPP TSG-SA3 Meeting #112 	S3-23xxxx
Goteborg, Sweden, 14 - 18 August 2023
	CR-Form-v12.1

	[bookmark: _GoBack]DRAFT CHANGE REQUEST

	

	
	33.558
	CR
	DRAFT
	rev
	<Rev#>
	Current version:
	17.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Security method negotiation mechanism for EEC and ECS/EES 

	
	

	Source to WG:
	Xiaomi

	Source to TSG:
	S3

	
	

	Work item code:
	EDGE_Ph2
	
	Date:
	2023-8-5

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	In TR 33.739, it is concluded that existing TLS 1.3 is used to realze security method negotiation mechanism for EEC and ECS/EES.


	
	

	Summary of change:
	Existing TLS 1.3 is used to realze security method negotiation mechanism for EEC and ECS/EES.


	
	

	Consequences if not approved:
	There is no security method negotiation mechanism for EEC and ECS/EES.


	
	

	Clauses affected:
	6.2 and 6.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




***************Start of the 1st Change ****************
[bookmark: _Toc122346134]6.2	Authentication and authorization between EEC and ECS
 The ECS shall be configured with the information of authorization methods (token-based authorization or local authorization) used by EESes.
Authentication between EEC and ECS shall be done during the execution of the TLS handshake protocol.. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. If the EEC sends the GPSI to the ECS, then the ECS shall also authenticate the GPSI. The details of how to authenticate the GPSI is out of scope of the present document.
TLS 1.3 is reused to realize authentication and authorization method negotiation between the EEC and the ECS. EEC shall inlcude one or more of the following in the ClientHello based on the authentication method(s) that the EEC supports:

AKMA: AKID and symmetric key ciphersuite(s);
GBA: B-TID and symmetric key ciphersuite(s); 
Digest/Token methods: Ciphersuite(s) supporting server side certificates only; and
Client certificates: Ciphersuites supporting both client and server side certificates.
From this information, the ECS shall determine which are possible authentication methods. If the UE and ECS/EES do not support a common method, the TLS handshake will fail. 
For example, in case A-KID/B-TID are sent along with other methods supported by the UE, the ECS is able to determine if an AKMA/GBA key is available for that UE. This is done by first using the A-KID (or B-TID) received in the ClientHello to determine the HPLMN of the UE and further determine if the ECS/EES supports AKMA (or GBA) with that HPLMN. The ECS/EES shall then request an AKMA (GBA) key using related interfaces. If these steps succeed then the ECS shall use AKMA (GBA) with the UE to establish the TLS connection. If any of these steps fails, the ECS shall respond to the ClientHello and try any of the other methods supported by the EEC, and complete the TLS handshake. 

After successful authentication, the ECS shall authorize the EEC by its local authorization policy.
After successful authentication and authorization, the ECS decides whether OAuth 2.0 [15] access tokens are required for the candidate EESes using the configuration information and issues separate EES access tokens to be used for each candidate EESes that use token-based authorization. The ECS, EEC and EES respectively assume the role of authorization server, client and resource server roles defined in [15]. "Client Credentials" grant type and bearer tokens [16] shall be used. JSON Web Token (JWT) as specified in IETF RFC 7519 [17] for encoding and the JSON signature profile as specified in IETF RFC 7515 [18] for protection of tokens shall be followed. This token profile also applies for clause 6.3 of the present document. The claims of the EES service tokens in the form of JWT [17] shall include the ECS FQDN (issuer), EEC ID (client_id), GPSI (subject), expected EES service name(s) (scope), EES FQDN (audience), expiration time (expiration). The ECS shall send the service response back to the EEC, which may include EES access token(s).
***************Start of the 2nd Change ****************

[bookmark: _Toc122346135]6.3	Authentication and authorization between EEC and EES
Authentication between EEC and EES shall be done during the execution of the TLS handshake protocol.. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. If the EEC sends the GPSI to the EES, then the EES shall also authenticate the GPSI. The details of how to authenticate the GPSI is out of scope of the present document.
For authorization of EEC by the EES, the EEC shall send the OAuth 2.0 [15] access token, if received from the ECS, to the EES. The token profile is specified in clause 6.2 of the present document. If the EES requires access token for authorization, then the EES shall authorize the EEC by using the token. Otherwise, the EES shall authorize the EEC by its local authorization policy.
The authentication and authorization method negotiation mechanism described in 6.2 shall be applied among EEC and EES, where EES takes the role of ECS. 
After successful authentication and authorization, the EES shall process the request and sends the service response back to the EEC.
***************End of the Changes ****************
