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1
Decision/action requested

This contribution proposes to add the security procedure for integrated discovery in TS 33.503.
2
References

[1]
S3-234055 



Living document for 5G_ProSe_Ph2
3
Rationale

This pCR proposes to add the security procedure in the living document S3-234055 [1] for UE-to-UE Relay integrated discovery.
4
Detailed proposal

*************** Start of the Change ****************

6.6.5
Security for 5G ProSe UE-to-UE Relay Communication with integrated Discovery

The security procedure for the UE-to-UE Relay Communication with integrated discovery is performed if the security mechanism with network assistance as defined in clause 6.6.3.1 is used to establish the PC5 link between the 5G ProSe End UEs and UE-to-UE Relay. 
The privacy protection and integrity protection defined in clause 6.3.5 is reused for the UE-to-UE relay communication with integrated discovery with the following modifications:

· The discovery key request/response messages defined in clause 6.1.3.2 can be performed by the 5G Prose End UEs and UE-to-UE Relay before broadcasting DCR message for integrated discovery. 
· If the UE is configured with the DUIK, the integrity protection of DCR message is performed. The integrity protection of DCR message is performed before the privacy protection. 

· If the UE is configured with the DUCK or DUSK, the privacy sensitive information (e.g. User Info ID of Prose End UEs, User Info ID of UE-to-UE Relay, RSC, etc.) in the DCR message can be confidentiality protected by reusing the algorithm defined in A.7.
*************** End of the Change ****************
