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Decision/action requested

SA3 is kindly asked to approve the proposed protection of integrated discovery for V2X UEs in TS 33.533.
2
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3
Rationale

In the conclusion for Key Issue #3 in TR 33.893 [1], there is a note saying “Whether the DCR message of V2X capable UEs needs to be protected is to be determined during normative work based on the DCR information defined by SA2 and RAN2.”
As specified for V2X services in TS 33.536 [2] clause 5.3.3.1.2.3, Direct Communication Request message is sent unprotected by V2X UEs as it only contains enough information for a secure connection to be established with the other UE. 
For Ranging/SL positioning services, it is defined in clause 6.4 of TS 23.586 [3] that the role of the UE needs to be included as RSPP metadata information in discovery messages for 5G ProSe capable UEs and in DCR/DCA messages for V2X capable UEs. While RSPP metadata in discovery messages of 5G ProSe capable UEs are protected, the RSPP metadata in DCR messages of V2X capable UEs are unprotected. If the V2X service info and/or RSPP metadata are tampered when the DCR message is sent unprotected, the V2X capable UE will discover an unexpected peer UE or fail to discover any UE, leading to service failure or fraudulence. Therefore, integrity protection is required for DCR message sent by V2X capable UEs. Confidentiality protection could be optionally required based on the privacy requirement of the service.
This pCR proposes to add in TS 33.533 [4] the security requirements for Ranging/SL Positioning UE discovery with V2X capable UE and the corresponding procedures.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.2
Security for Ranging/SL positioning discovery

6.2.1
General

For ProSe capable UEs, the discovery procedures of both Model A and Model B defined in clause 6.3.2 of TS 23.304 [4] are used for Ranging/SL Positioning discovery. 

For V2X capable UEs, the procedure of integrated discovery during V2X communication defined in clause 6.3.3 of TS 23.287 [5] are used for Ranging/SL Positioning discovery. 
6.2.2
Security requirements

The 5G system shall support integrity protection, confidentiality protection and anti-replay protection of discovery messages.

The SLPKMF or 5G PKMF shall be able to provision discovery security materials to ProSe capable UEs. The discovery security materials are used to protect the integrity of discovery messages and privacy sensitive information (e.g. UE identity) in the messages.

The ciphering algorithm for discovery message confidentiality shall be configured by the network during discovery key request procedure.

Editor’s Note: Whether a new network function (SLPKMF) or an existing network function (5G PKMF) is used is FFS.

For V2X capable UEs, the discovery message integrated during V2X communication, i.e. Direct Communication Request (DCR) message, shall be integrity protected and may be confidentiality protected. 
6.2.3
Security procedures for ProSe capable UEs

The security mechanisms for both models of restricted 5G ProSe Direct Discovery defined in clause 6.1.3.2 of TS 33.503 [6] are reused for ProSe capable UEs to provide protection for Ranging/SL positioning UE discovery.

The main difference is that SLPKMF or 5G PKMF rather than 5G DDNMF is used to provision discovery security materials for Ranging/SL positioning UE discovery.
6.2.x
Security procedures for V2X capable UEs

The security mechanism for protecting discovery integrated DCR message is UE based without the assistance of the network. The security keys for protecting broadcasted DCR messages are derived from the long-term credentials per Ranging/SL positioning application preconfigured on V2X capable UE. The derived security keys for DCR message protection include integrity key (DCRIK), ciphering key (DCRCK) and scrambling key (DCRSK), which shall be derived as specified in clause A.y. The algorithms used for integrity and confidentiality protection are preconfigured on V2X capable UE together with the long-term credentials, i.e. V2X capable UEs using the same Ranging/SL positioning application are configured with the same algorithms. The UTC-based counter is used to ensure the freshness of the security keys. 
When constructing the integrated DCR message, the sending UE shall calculate the MIC value of the DCR message as specified in 6.3.5.3 and A.9 of TS 33.503 [6], where DCR integrity key KINT is set to DCRIK. The receiving UE shall retrieve the corresponding long-term credential and derive DCRIK, DCRCK, DCRSK based on the service info contained in the DCR message. The receiving UE shall use the derived DCRIK to calculate the MIC value of the received message for integrity verification as specified in A.9 of TS 33.503 [6].
If DCRCK is derived, the method defined in 6.3.5.2 of TS 33.503 [6] is reused for confidentiality protection, where the DCR ciphering key KDCR is set to DCRCK. 

For scrambling protection, the time-hash-bitsequence keystream is calculated as defined in A.5 of TS 33.303 [x], where the input key shall be the 256-bit DCRSK.

*************** Start of the 2nd Change ****************

Annex A (normative):
Key derivation functions

A.x
KDF interface and input parameter construction

A.x.1
General

This annex specifies the use of the Key Derivation Function (KDF) specified in TS 33.220 [y] for the current specification. This annex specifies how to construct the input string, S, and the input key KEY to the KDF. Note that "KEY" is denoted "Key" in TS 33.220 [x].

A.x.2
FC value allocations

The FC number space used is allocated as per B.2.2 of TS 33.220 [y].

A.y
Calculation of discovery keys for V2X capable UEs
When calculating a DCRIK, DCRCK or DCRSK from the long-term credential, the following parameters shall be used to form the input S to the KDF specified in Annex B of TS 33.220 [y]:

-
FC = TBD

-
P0 = "SLPDCR"

-
L0 = length of "SLPDCR" (i.e. 0x00 0x06)

-
P1 = 0x00 if DCRSK is being derived, 0x01 if DCRCK is being derived, 0x02 if DCRIK is being derived

-
L1 = length of P1 (i.e. 0x00 0x01)

-
P2 = Ranging/SL positioning application identifier
-
L2 = length of Ranging/SL positioning application identifier
-
P3 = algorithm identity

-
L3 = length of algorithm identity (i.e. 0x00 0x01)
-
P4 = UTC-based counter
-
L4 = length of UTC-based counter (i.e. 0x00 0x04)
The algorithm identity shall be set as described in TS 33.501 [z]. 

The input key to the KDF is the long-term credential of the requested Ranging/SL positioning application. For a long-term credential of length n bits, where n is more than 256, the long-term credential is truncated to keep the 256 least significant bits. For a long-term credential of length n bits, where n is less than 256, the most significant bits of long-term credential are filled with all zeros to form a 256-bit key.
*************** Start of the 3rd Change ****************
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