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1
Decision/action requested

SA3 is kindly asked to approve the proposed functional entity to be added in TS 33.533.
2
References

[1]
TS 33.533 v0.1.0

Security aspects of ranging based services and sidelink positioning
3
Rationale

To support key management for Ranging/SL positioning service, a functional entity capable of key management similar to 5G PKMF is required. It was discussed at SA3#111 whether a new functional entity SLPKMF (Sidelik Positioning Key Management Function) or the existing 5G PKMF can be used for Ranging/SL positioning service. 
The functionalities of 5G PKMF have been defined for ProSe in R16, R17 and are now being defined for ProSe Phase 2 in R18. However, the new functionalities required for Ranging/SL positioning service are not required for ProSe services, e.g. key management for protection of SLPP signalling broadcast/groupcast. If 5G PKMF is reused for Ranging/SL positioning service in terms of specification, it would be difficult to distinguish between the 5G PKMF supporting ProSe services only and the 5G PKMF supporting Ranging/SL positioning services. 

Therefore, this pCR proposes to add a logical function into TS 33.533 [1] named SLPKMF, which has the similar functionalities as those of 5G Prose Key Management Function (PKMF) with additional ones required for Ranging/SL positioning, and this logical function can be a standalone entity or collocated with 5G PKMF.
4
Detailed proposal

*************** Start of the 1st Change ****************

4.2.1
Functional entities


4.2.1.x
SideLink Positioning Key Management Function
The SideLink Positioning Key Management Function (SLPKMF) is the logical function handling network related operations required for generation and provisioning of security materials used for Ranging/SL positioning services. The SLPKMF has the similar functionalities as those of 5G Prose Key Management Function (PKMF) specified in TS 33.503 [6] and can be a standalone entity or collocated with 5G PKMF. In addition to the functionalities supported by 5G PKMF, the SLPKMF shall support the following functions:

-
Support key management for secure unicast direct link establishment between the UEs without long-term credentials.

-
Support UE role authorization via the UDM.
-
Support key management for protection of SLPP signalling broadcast/groupcast.
The address of SLPKMF can be preconfigured on the UE or provisioned by the PCF to the UE.
*************** Start of the 2nd Change ****************

6.2.2
Security requirements

The 5G system shall support integrity protection, confidentiality protection and anti-replay protection of discovery messages.

The SLPKMF shall be able to provision discovery security materials to ProSe capable UEs. The discovery security materials are used to protect the integrity of discovery messages and privacy sensitive information (e.g. UE identity) in the messages.

The ciphering algorithm for discovery message confidentiality shall be configured by the network during discovery key request procedure.


6.2.3
Security procedures for ProSe capable UEs

The security mechanisms for both models of restricted 5G ProSe Direct Discovery defined in clause 6.1.3.2 of TS 33.503 [6] are reused for ProSe capable UEs to provide protection for Ranging/SL positioning UE discovery.

The main difference is that SLPKMF rather than 5G DDNMF is used to provision discovery security materials for Ranging/SL positioning UE discovery.
*************** End of the Changes ****************

