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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 	Study on Security Aspects of 5G Satellite Access Phase 3
Acronym: 
Unique identifier:	
Potential target Release:	Rel-19
1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	
	
	



3	Justification
R-19 will continue to develop specifications for 5G satellite access. Compared to early work, it can be foreseen that R-19 will place more network functions on satellites, such as RAN access or some core network functions. If more RAN access functions or core network functions are placed on satellites, then security threats need to be analysis and corresponding security solutions may need to be developed.
Currently, SA2 are discussing the following work tasks:
-	WT-1: Regenerative payload generic architecture study
-	WT-2: Store and Forward Satellite operation
-	WT-3: UE-Satellite-UE communication, 5GS
-	WT-4: Dual access/steer, TN-NTN and GSO/NGSO, 5GS
-	WT-5: GNSS independent operation
-	WT-6: Multicast and Broadcast Service via satellite
-	WT-7: 5GC supporting IoT NTN
-	WT-8: Definition of Satellite Coverage Availability Information (SCAI) (leftover from Rel-18)
-	WT-9: Architecture for provisioning of SCAI to 5GS or EPS by a 3rd party AF (leftover fromRel-18)
-	WT-10: IAB/MBSR applicability to the Satellite Access
-	WT-11: Services requirements related to Pointing, Acquisition, Tracking
-	WT-12: How packets for these services will be forwarded
-	WT-13: Synchronization and time stamping requirements for PNT-enabled services
-	WT-14: Study benefits of OISL (Optical Inter Satellite Links) to deliver 5G and beyond services with stringent security, low latency, and high throughput requirements
Among the 14 tasks mentioned above, some may require SA3 to investigate whether there are security issues. For example, WT-1 will study minimum necessary set of 3GPP core network functions to be embedded in the satellite for the new uses cases, and study the different possible architectures if any, and WT4 will study impacts of NTN specificities on the architecture, interfaces, protocols, in the context of these dual steer use cases. Both topics require SA3 to study the security impacts caused by architectural changes. Therefore, SA3 shall set up a SID to study security issues and corresponding potential security solutions.
4	Objective
The objective is to study the security and privacy aspects of satellite access phase 3 in 5G System. Ensure that security solutions are aligned with the work in SA2, RANs and SA1. The work is comprised of the following parts:
-	Study the security key issues, threats and requirements of satellite access phase 3 in 5G System.
-	Elaborate on the potential security solutions to cover these requirements.
NOTE:	Timely feedback on supporting SA2/RAN study needs to be considered.

5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.XXX
	Study on Security Aspects of 5G Satellite Access Phase 3
	TBD
	TBD
	Wei Zhou, CATT, zhouwei@catt.cn




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
Wei Zhou, CATT, zhouwei@catt.cn

7	Work item leadership
SA3

8	Aspects that involve other WGs
Potential interactions with SA2 WG and RAN WGs during the work.

9	Supporting Individual Members
	Supporting IM name

	CATT

	

	

	

	

	

	

	

	

	

	

	




